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Substitution Arrangements  
 
The Council has a substitution procedure and any substitutions will be announced at the 
beginning of the meeting. 
 
Recording of Meetings  
 
In accordance with the Openness of Local Government Bodies Regulations 2014, please be 
aware that the proceedings of this meeting may be recorded. 



TEWKESBURY BOROUGH COUNCIL 
 

 
Minutes of a Meeting of the Audit and Governance Committee held remotely on 

Wednesday, 29 July 2020 commencing at 2:00 pm 
 

 
Present: 

 
Chair Councillor V D Smith 
Vice Chair Councillor H C McLain 

 
and Councillors: 

 
C M Cody, P A Godwin, D W Gray, P D McLain, H S Munro and P E Smith 

 

A&G.1 ANNOUNCEMENTS  

1.1  The Chair advised that the meeting was being held under the emergency provisions 
of the Coronavirus Act 2020 and, specifically, the Local Authorities and Police and 
Crime Panels (Coronavirus) (Flexibility of Local Authority and Police and Crime 
Panel Meetings) (England and Wales) Regulations 2020.  The meeting was being 
broadcast live via the internet, it was not being recorded by the Council but, under 
the usual transparency rules, it may be being recorded by others. 

A&G.2 APOLOGIES FOR ABSENCE AND SUBSTITUTIONS  

2.1 Apologies for absence were received from Councillor L A Gerrard.  There were no 
substitutions for the meeting.  

A&G.3 DECLARATIONS OF INTEREST  

3.1  The Committee’s attention was drawn to the Tewkesbury Borough Code of Conduct 
which was adopted by the Council on 26 June 2012 and took effect from 1 July 
2012. 

3.2 There were no declarations made on this occasion. 

A&G.4 MINUTES  

4.4  The Minutes of the meeting held on 22 January 2020, copies of which had been 
circulated, were approved as a correct record.  

A&G.5 AUDIT AND GOVERNANCE COMMITTEE WORK PROGRAMME  

5.1  Attention was drawn to the Audit and Governance Committee Work Programme, 
circulated at Pages No. 8-15, which Members were asked to consider. 

5.2 The Head of Corporate Services explained that the Work Programme had been 
revised in light of COVID-19 and items had been rescheduled but nothing had been 
removed.  The last column set out whether the item had been deferred and when it 
had originally been due to be considered by the Committee.  Particular reference 
was made to the additional meeting of the Committee which had been scheduled for 
4 November 2020 specifically to consider and approve the Statement of Accounts 
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which was necessary due to a change in the national deadline.  It was noted that 
the Annual Governance Statement would also need to be approved at the same 
time. 

5.3  It was 

RESOLVED  That the Audit and Governance Committee Work Programme be 
NOTED. 

A&G.6 STATEMENT OF ACCOUNTING POLICIES  

6.1  The report of the Head of Finance and Asset Management, circulated at Pages No. 
16-36, set out the main changes in accounting policies under the Code of Practice 
on Local Authority Accounting in the United Kingdom 2019/20 supported by 
International Financial Reporting Standards (IFRS) and statutory guidance issued 
under Section 12 of the 2003 Act.  Members were asked to approve the accounting 
policies to be used in the preparation of the 2019/20 financial statements. 

6.2  The Finance Manager explained that the Council was required to review all of its 
accounting policies on an annual basis to ensure it complied with the Chartered 
Institute of Public Finance and Accountancy (CIPFA) Code of Practice on Local 
Authority Accounting.  This report was usually brought to the Committee in March 
but the deadline for approval of the Statement of Accounts had been changed to 30 
November 2020 as a result of the coronavirus pandemic.  It was noted there had 
been no substantial changes to the 2019/20 Code which applied to the operation of 
the Council, therefore no new or amended accounting requirements needed to be 
reflected in the Council’s accounting policies.  Officers had taken the opportunity to 
clarify some of the existing policies, for instance, where the Council had the 
intention of holding an investment for a long time, it had been reclassified as a long-
term investment e.g. pooled funds which the Council intended to hold over the long-
term even though the shares could be put up for sale at any time.  The Council had 
held pooled funds since May 2017 and in previous years had shown them as short-
term assets but, having reviewed how the Council intended to use them, it was 
considered that it would be appropriate to reclassify them as long-term investments 
which required a restatement in the accounts.  The Finance Manager explained that 
clarification had also been provided that the Council used a statutory override 
applicable to financial assets which were held at fair value through profit and loss; 
this meant that any changes would not affect Council taxpayers.  Members were 
informed that, whilst COVID-19 would have a financial impact on the accounts, it did 
not necessarily change the accounting priorities; however, it would impact on 
investments and asset value which was starting to come to light.  It was noted that a 
new standard for accounting leases had been due to be introduced in 2020 but this 
had been delayed for a year to 1 April 2021 in light of COVID-19 – this would have a 
significant impact on next year’s accounts. 

6.3 In terms of the change regarding the reclassification of treasury investments as 
long-term, a Member was surprised that this policy had been adopted based on an 
intention to hold such investments over a longer period rather than based on the 
reality not least because short-term investments gathered liquidity in terms of the 
balance sheet.  If funds could be collected within 30 days then, objectively, the 
asset was a short-term one and he asked for confirmation as to the reasoning 
behind the decision.  In response, the Finance Manager advised that the IFRS was 
all about intentions and she appreciated this was very subjective which was why it 
was necessary to have policies in place in order to make comparisons between 
authorities.  The Council had taken professional advice from its treasury advisers 
before making the reclassification and it was noted that pooled assets could 
fluctuate in value but they were not being held for that purpose.  It had always been 
the intention to hold the pooled funds for a return and that was what the Council had 
done for the last three years.  In terms of liquidity, assurance was provided that the 
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authority had options to borrow quickly and cheaply through the Public Works Loan 
Board so this was not really an issue.  The Member asked whether the 
reclassification to long term assets impacted on how income value was recognised 
and the Finance Manager confirmed there was no impact, it was a balance sheet 
classification only.  Another Member drew attention to Page No. 35 of the report and 
questioned why Paragraph 1.22 in relation to heritage assets was shaded grey.  
The Finance Manager explained that this section was being removed as, although 
the Council had heritage assets - such as the sculptures at the Stonehills 
roundabout and Mayoral regalia - they were not material.  

6.4 Having considered the information provided, it was 

RESOLVED  That the accounting policies to be used in the preparation of the 
2019/20 financial statements be APPROVED. 

A&G.7 COUNTER FRAUD UNIT REPORT  

7.1  Attention was drawn to the report of the Head of Finance and Asset Management, 
circulated at Pages No. 37-45, which provided assurance over the counter fraud 
activities of the Council.  Members were asked to consider the annual update from 
the Counter Fraud Unit. 

7.2  The Counter Fraud Manager advised that the report outlined the work that had been 
completed, and results achieved, and provided information about upcoming work 
streams.  The report also provided an annual update in relation to the Regulation of 
Investigatory Powers Act 2000 (RIPA) and the Investigatory Powers Act 2016 (IPA) 
in respect of surveillance activity undertaken by the Council and it was noted that 
these policies were being updated and would be presented to Audit and 
Governance Committee in September.  Members were advised there had been no 
RIPA applications made by the Council during 2019/20; however, the authority was 
currently undergoing an inspection by the Investigatory Powers Commissioner’s 
Office and the Counter Fraud Manager had been interviewed by the Inspector 
earlier that week to talk about the set-up and practices at Tewkesbury Borough 
Council so she would update Members of the outcome in her next report which was 
due to be considered by the Committee in December. 

7.3 In terms of the 2019/20 work programme, a summary of key tasks was set out at 
Page No. 39, Paragraph 2.0 of the report.  This had included providing support with 
business grants in terms of concerns regarding any fraudulent activity; developing a 
medium term enforcement proposal to manage the current situation whilst it was not 
possible to carry out interviews under caution in person due to COVID-19; and, 
procuring a case management system which allowed all clients to send referrals 
remotely which automatically populated the system.  Paragraph 2.5 of the report 
outlined the specific activities undertaken in relation to Tewkesbury Borough Council 
which included assisting the Revenues team to investigate referrals relating to 
incorrectly claimed Council Tax discounts or exemptions and investigating alleged 
fraud and abuse in relation to the Council Tax Reduction Scheme.  In addition, all 
local authorities participated in the National Fraud Initiative which was a data 
matching exercise to help prevent and detect fraud nationwide - the Counter Fraud 
Unit had undertaken the match for the Revenues and Benefits team during 2019/20 
and had agreed to do this for 2020/21 to alleviate some of the burden on that team.  

7.4 A Member drew attention to the risk implications, set out at Page No. 38 of the 
report, which stated that the Council was required to proactively tackle fraudulent 
activity and he questioned how the Committee could be satisfied that the authority 
was being proactive as a lot of the information related to referrals which was more 
reactive.  In response, the Counter Fraud Manager clarified that the reactive work 
was detailed in the report and included the Council Tax referrals, Council Tax 
Reduction Scheme referrals and enforcement referrals from the Planning team etc.  
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whereas the proactive work was included in the work plans attached as appendices 
to the report.  This included looking at charity shop exemptions to check whether 
there was any fraud in that particular area, reviewing the Council’s Gifts and 
Hospitality process, running staff and Member fraud awareness training and tackling 
serious and organised crime in transient businesses etc.  She explained that fraud 
awareness should filter through the whole organisation but it was about looking for it 
as well and she provided assurance that a preventative approach was taken.  
Another Member queried whether the Counter Fraud Unit looked for patterns of 
behaviour based on referrals to see if there were other areas where the same 
activity could be happening.  The Counter Fraud Manager confirmed that was the 
case, for instance, if there was a sudden surge in fraudulent benefit applications, 
this knowledge would be shared and a fraud drive would be undertaken.  She 
indicated that work carried out in relation to business grants had uncovered in a 
scam which had impacted all partner Councils.  The Counter Fraud Unit always 
thought beyond the particular piece of work they were doing and this was easier 
now the team was more established as there were stronger relationships with 
Officers and shared learning between Councils.  In terms of proactive fraud, the 
Head of Corporate Services pointed out that fraud was the responsibility of 
management and fraud risk was picked up whenever an audit was undertaken.  He 
also advised that the Corporate Management Team had given approval to appoint a 
Business Rates Intelligence Officer to the Revenues and Benefits team which would 
help to ensure an accurate ratings list.  He stressed that fraud was an important 
activity across all service areas and it was important not to work in silos in terms of 
business intelligence. 

7.5 A Member noted that, during 2019/20, 1,114 business premises visits had been 
undertaken as part of the ratings list review and he questioned how those visits 
would be carried out in future in light of COVID-19.  In response, the Counter Fraud 
Manager advised that that particular piece of work was a one-off to carry out initial 
visits to review businesses in the borough.  Any visits carried out in future would 
need to be done sensitively and consideration was being given to how information 
could be gathered in a different way, for instance, interviews under caution were 
often key to a lot of enforcement action and these could not be carried out in the 
normal way which involved a face to face interview with panic buttons etc.  
Nevertheless, she had been working on a solution to this and it was possible to 
make adaptations.  If a visit was really necessary then it would be a question of 
ensuring that appropriate Personal and Protective Equipment (PPE) was worn and 
that the correct processes and procedures were followed.  It had helped enormously 
that there had been a national shift to using virtual platforms  which meant that 
others outside of the Council were happy to engage in this way. 

7.6 The Chair thanked the Counter Fraud Manager for the good work that had been 
undertaken by the team during the year and hoped this would continue throughout 
2020/21.  It was subsequently 

RESOLVED That the annual update on the work of the Counter Fraud Team 
be NOTED. 

A&G.8 LOCAL AUTHORITY SERIOUS AND ORGANISED CRIME CHECKLIST  

8.1  Attention was drawn to the report of the Head of Corporate Services, attached at 
Pages No. 46-61, which asked Members to consider the updated Local Authority 
Serious and Organised Crime Checklist and the progress made against the action 
plan. 
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8.2  The Head of Corporate Services advised that the Serious and Organised Crime 
Checklist was a generic self-assessment tool used across all local authorities.  The 
checklist for Tewkesbury Borough Council had first been presented to Audit 
Committee in December 2018 and there was a collective opinion that the Council 
was low risk in terms of being susceptible to such crime; however, the authority 
needed to remain vigilant and the action plan had been developed to maintain 
awareness to any potential threat.  The updated checklist was attached at Appendix 
1 to the report with the progress against delivering actions attached at Appendix 2.  
It was noted that the majority of actions were in progress or complete with two yet to 
commence.  The first of those actions was in relation to the Counter Fraud Unit 
continuing to develop partnership working with related agencies, in particular the 
Police, and the Counter Fraud Manager explained that the Serious and Organised 
Crime Partnership Board had been disbanded which was why there had been a 
delay in commencing this action; notwithstanding this, the Safer Gloucestershire 
Partnership was ongoing and serious and organised crime was a significant part of 
that.  A more structured agreement for the county was being developed with 
Gloucestershire Constabulary in terms of how the two agencies could work 
together; this included the Counter Fraud Unit acting as a single point of contact for 
witness statement provision.  A Member questioned what the timescale was for 
delivery of this action and was informed that a meeting had been booked for April 
which had subsequently been postponed due to COVID-19 but the Counter Fraud 
Manager would now pick this up to ensure it was delivered by early 2021.  The 
second action was in respect of tailored training being provided to staff responsible 
for purchasing and the Head of Corporate Services advised that this needed to be 
rescheduled alongside competing COVID-19 recovery work.  The checklist would be 
brought to the Committee for consideration again in March 2021. 

8.3  It was 

RESOLVED That the updated Local Authority Serious and Organised Crime 
Checklist and the progress made against the action plan be 
NOTED. 

A&G.9 INTERNAL AUDIT UPDATE  

9.1  The report of the Head of Corporate Services, circulated at Pages No. 62-66, 
provided Members with an update on the status of the Internal Audit team and their 
redeployment as a result of COVID-19.  Members were asked to consider the 
report. 

9.2  The Head of Corporate Services considered that it was important to update the 
Committee on the status of the Internal Audit team which was pivotal to providing 
independent assurance on the internal control environment.  The very early stages 
of the COVID-19 response had involved redeploying resources to priority areas and 
the Internal Audit team had been tasked with supporting the administration of 
business grants which had seen almost £17million awarded to nearly 1,500 
businesses.  As a result, all business as usual internal audit work had been 
suspended for the interim and this was likely to remain in force until the end of 
August.  It was therefore intended to bring a revised Internal Audit Plan to the 
Committee in September; this would involve discussions with key officers to assess 
what the new internal control environment looked like and where significant changes 
had occurred that may present additional risk to the Council, for example, IT risks in 
respect of remote access/cyber security, HR related activities such as annual leave 
and absence management reporting etc.  As part of the Council’s emerging 
recovery framework, each service area had been tasked with documenting their 
recovery actions.  Page No. 64, Paragraph 2.2. of the report identified four key 
internal audit recovery actions: work with responsible officers to review the whole 
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suite of internal audit recommendations and determine whether the implementation 
dates and recommendations remained relevant and feasible; produce a new six 
month internal audit plan for October 2020-March 2021; review actions within the 
Internal Audit Quality Assurance and Improvement Programme; and to review the 
work programme for the Audit and Governance Committee which had been 
discussed earlier in the meeting.  In terms of the Internal Audit Plan, it would be 
necessary to take into consideration that Council services were still in recovery 
mode – with some elements potentially still in response mode – therefore it may not 
be feasible to support internal audit assessments in certain areas.  Similarly, with 
the Internal Audit team and customers likely to still be remote working, the 
challenges of undertaking such audits would need to be factored in.  The Head of 
Corporate Services explained that, although all internal audit work had been 
suspended, this did not mean the control environment had lapsed as it was the 
responsibility of management to ensure controls were in place and working 
effectively; nevertheless, the Internal Audit team was unable to give independent 
assurance between April and August 2020. 

9.3 A Member queried how internal audits would be effectively managed if they were 
carried out remotely.  In response, the Head of Corporate Services explained that 
the whole organisation had adapted well to using new technology, such as Microsoft 
Teams, so there was no reason the Internal Audit team could not engage with other 
services remotely; however, it would be challenging, particularly if the evidence 
needed was in hard copy format within the Council Offices.  The Engagement Lead 
from Grant Thornton indicated that, as external auditors, the team had also been 
required to do a lot of work in the virtual environment and, whilst there were 
challenges, there had also been a lot of opportunities and benefits as well.  One of 
the biggest changes was the reliance on paper documents and files that could not 
be managed in a digital environment.  Going forward, she felt it would be important 
for the Committee to focus on the imperative for management to maintain the 
control environment and she asked Members to reflect on these considerations 
when discussing the Annual Governance Statement, both for 2019/20 and 2020/21, 
as internal audit work was a principle source of evidence for that.  It was important 
that the Committee understood any limitations around what could be covered and 
the alternatives to gain any assurance it needed. 

9.4 The Chair welcomed the key recovery actions that had been identified for the 
Internal Audit team and the desire to get to the “new normal” as soon as possible 
whilst recognising that challenges would be faced.  He thanked the team on behalf 
of the Committee for the work that had been done in administering the grants which 
had been a lifeline to businesses in these unprecedented times.  The Head of 
Corporate Services also wished to thank the Revenues and Benefits Manager and 
the Finance Manager who had been overseeing the process.  He acknowledged it 
had been a challenging time for the Internal Audit team who had been working on 
the frontline taking difficult telephone calls which was very different from their usual 
role as a support service within the authority.  It was subsequently 

RESOLVED  That the internal audit update be NOTED. 

A&G.10 INTERNAL AUDIT PLAN MONITORING REPORT  

10.1 The report of the Head of Corporate Services, circulated at Pages No. 67-86, 
summarised the work undertaken by the Internal Audit team since the last 
Committee.  Members were asked to consider the audit work completed and the 
assurance given on the adequacy of internal controls operating in the systems 
audited. 
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10.2  The Head of Corporate Services explained that the report summarised the work 
completed by internal audit during the period January-March 2020 and full details of 
the audits undertaken were attached at Appendix 1 to the report.  A list of the audit 
recommendations that were due to be followed-up could be found at Appendix 2 to 
the report; of the 15 recommendations, 11 had been followed-up and four could not 
be followed-up due to the responsible officer being involved in the flood emergency 
response.  As previously reported, all recommendations would need to be reviewed, 
particularly in terms of implementation dates, to ensure they remained relevant and 
feasible in light of the impact of COVID-19 on service delivery. 

10.3 Members were advised that an audit of the risk management strategy had 
demonstrated there was a satisfactory level of control and the Council had a 
Corporate Risk Register in place that was monitored by the Corporate Management 
Team and reviewed at each Audit and Governance Committee – it was noted that 
this was not included as an item on the Agenda for the present meeting due to the 
impact of COVID-19 but would be brought to the September meeting.  All projects 
required a completed risk register prior to consideration by the internal Programme 
Board which had also been found satisfactory.  It was noted that the Serious and 
Organised Crime Checklist suggested that the Council should have a fraud risk 
register in place and the Counter Fraud Unit had been tasked with developing this in 
accordance with the recommendation.  The audit of discretionary housing payments 
had been undertaken following a report to Executive Committee in January 2020 
which had requested £40,000 from reserves to support the budget.  The updated 
Discretionary Housing Payment Policy had been approved by Executive Committee 
in March 2018 and key elements of the policy had been reviewed against a sample 
of applications during the audit in order to ensure that payments were being 
awarded in line with policy.  Members were informed that three months of bank 
statements must be provided by the applicant; however, the audit had shown that, in 
seven of the nine cases sampled, bank statements had not been provided.  This 
was essential in order to confirm the accuracy of the claimant data and mitigate 
potential fraud or overpayment.  Of the two applications where bank statements had 
been provided, no further checks had been carried out to verify this information, for 
example, irregular credit may indicate another income source so there was an 
expectation this would be followed-up.  A personal budget sheet must also be 
completed as part of the application but the audit had found there was limited review 
or challenge of that information, for instance, the level of expenditure on non-
essential items such as cigarettes, satellite television, alcohol etc. and it was 
recommended that this be reconsidered as part of the annual review.  In addition, 
applicants were required to demonstrate attempts to move to more suitable 
accommodation, where appropriate, as discretionary housing payment was 
intended to be a short term solution to help with rent shortfalls; however, in a  
number of cases, applicants had been found to be under-occupying social housing 
and not bidding on suitable accommodation - one of the applicants had been 
receiving discretionary housing payments since 2011 which went against the entire 
ethos of the scheme.  Given the findings of the audit, it was not possible to give 
assurance that the payments were being made in accordance with the policy and an 
unsatisfactory audit opinion had been issued as a result.  The Revenues and 
Benefits Manager indicated that she was incredibly disappointed with the 
unsatisfactory opinion, particularly as she had requested the audit, but it had 
highlighted issues with the assessment process which she had thought might be the 
case.  She explained that she had been redeployed to assist with business grants 
over the past few months so there had been limited opportunities to understand 
whether the recommendations had been implemented, as such, she proposed to 
bring a progress report to the Audit and Governance Committee meeting in 
September where she would be able to provide a full update. 
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10.4 A Member sought clarification as to whether the £40,000 of Council reserves that 
had been approved by Executive Committee was in addition to the £108,061 annual 
funding allocation and whether the amount being spent could be reduced going 
forward given that quite a lot of payments had been made without due process 
being followed.  In response, the Revenues and Benefits Manager advised that 
£108,061 was the annual amount that had been allocated by the government for 
2019/20 and this could be topped up from the Council’s own resources.  It had got 
to the point where the allocated funding had been spent and therefore it had been 
necessary to take a report to Executive Committee for additional funding; however, 
of that additional funding only approximately £14,000 had been spent which was a 
total of around £122,000 for 2019/20 overall.  In terms of the procedure for 
allocating payments, she had sensed something was not quite right and 
acknowledged that processes needed to ensure money was being allocated in 
accordance with the policy.  In terms of 2020/21 to date, only £22,000 had been 
spent against a budget of £142,000 so there was some early evidence that the team 
had taken on board the need to assess cases properly and make payments to 
people who met the eligibility criteria.  The Member sought confirmation that the 
payments made to date had been due to negligence as opposed to with malice and 
that there had been no co-operation between officers and those making the claims.  
In response, the Head of Revenues and Benefits advised that it was more about the 
view of the officers assessing the case who tended to see discretionary housing 
payments as being there to help people but they needed to accept there were 
parameters.  She acknowledged that a lot of non-essential expenditure was being 
authorised which was not included as part of the assessment process but she felt 
this was down to officers wanting to do their best to help residents of the borough as 
opposed to anything else.  The Head of Corporate Services advised that the 
recommendations arising from the audit were set out at Pages No. 72-75 of the 
report with the first one being the introduction of a checklist to support the collection 
and assessment of discretionary housing payment information to ensure all claims 
were correctly processed; he confirmed that the checklist had been developed by 
internal audit and was ready to be deployed.  He also pointed out that he was 
responsible for overseeing the Revenues and Benefits team so was particularly 
keen to ensure this matter was addressed as swiftly as possible and he hoped that 
the recommendations and the progress report that would be brought to the next 
meeting would give assurance to Members that it was being dealt with. 

10.5  Having considered the information provided, it was 

RESOLVED That the internal audit monitoring report be NOTED. 

A&G.11 MONITORING OF SIGNIFICANT GOVERNANCE ISSUES  

11.1 The report of the Borough Solicitor, circulated at Pages No. 87-92, set out the 
Significant Governance Issues and the action to be taken to address them as 
identified in the Council’s Annual Governance Statement.  Members were asked to 
consider the progress made against those issues. 

11.2  The Borough Solicitor explained that the Annual Governance Statement would 
usually be brought to the Committee in July but this had been postponed to 
November in accordance with the revised timetable for completion of the accounts.  
The table set out at Appendix 1 to the report comprised the Significant Governance 
Issues identified in the previous Annual Governance Statement and the proposed 
actions and timescales for completion, with a further column indicating the progress 
as at 1 July 2020.  In the majority of cases, action had been taken in accordance 
with the proposal; however, there had been some delays due to COVID-19.  
Revised timescales had been set for some of the issues but she was confident that 
those targets could be achieved.  With regard to the approval of a new Code of 
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Conduct, it was noted that this had been reliant on a model from the Local 
Government Association; a draft of this had now been provided for consultation and 
the Standards Committee would be meeting in August to discuss it. 

11.3 It was 

RESOLVED That progress against the Significant Governance Issues 
identified in the Council’s Annual Governance Statement be 
NOTED. 

 The meeting closed at 3:03 pm 
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NB – Changes from previous work programme highlighted in bold 

AUDIT AND GOVERNANCE COMMITTEE WORK PROGRAMME  
 

 

Additions to 23 September 2020 

 Business Grants Report 
Deletions from 23 September 2020 

 Internal Audit Monitoring Report – internal audit work remains suspended until September 2020. 

 Corporate Risk Register – to be re-instated as a regular item from 4 November 2020. 

 Monitoring of Significant Governance Issues – removed as this will be closed off by the new Annual Governance Statement on 4 November 
2020. 

 

Committee Date: 4 November 2020 – ADDITIONAL MEETING 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

External Auditor’s Audit 
Findings 

To consider the external auditors’ Audit 
Findings 2019/20. 

External Auditors. Yes – moved from 23 September 
2020 due to impact of COVID-19. 

Letter of Representation To consider the S151 Officer’s Letter of 
Representation on the closure of the 
accounts for the year ended 31 March 
2020. 

Head of Finance and Asset 
Management 

Yes – moved from 29 July 2020 due 
to impact of COVID-19. 

Statement of Accounts 
2019/20 

To approve the Statement of Accounts 
2019/20. 

 

Head of Finance and Asset 
Management. 

Yes – moved from 29 July 2020 due 
to impact of COVID-19. 

Annual Governance 
Statement 2019/20 

To approve the Annual Governance 
Statement 2019/20. 

Borough Solicitor. Yes – moved from 29 July 2020 due 
to impact of COVID-19 (Approved at 
the same time as the Statement of 
Accounts). 
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NB – Changes from previous work programme highlighted in bold 

Committee Date: 4 November 2020 – ADDITIONAL MEETING 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Internal Audit Annual Report 
2019/20 

To consider the Internal Audit Annual 
Report 2019/20 and the assurance from 
the work undertaken during the year on 
the level of internal control within the 
systems audited during the year. 

 

Head of Corporate Services. Yes – moved from 29 July 2020 due 
to impact of COVID-19 (overall 
opinion feeds into Annual 
Governance Statement). 

Internal Audit Plan 
Monitoring Report 

To consider the Internal Audit work 
undertaken and the assurance given on 
the adequacy of internal controls 
operating in the systems audited. 

 

Head of Corporate Services. Yes – moved from 23 September 
2020 due to impact of COVID-19. 

Money Laundering Policy To consider the policy and recommend to 
Executive Committee that it be approved. 

Head of Finance and Asset 
Management / Counter Fraud 
Manager. 

Yes – moved from 29 July 2020. 
Postponed due to impact of COVID-
19 on resource availability. 

Corporate Risk Register To consider the risks contained within 
the Corporate Risk Register and 
assurance that the risks are being 
effectively managed.   

Head of Corporate Services. Yes – moved from 23 September 
2020 due to resource availability. 

Annual Update on Council’s 
Safeguarding Arrangements 

 

Annual report to give assurance as to the 
level of the Council’s compliance with its 
safeguarding duty. 

 

Head of Community Services. Yes – moved from 29 July 2020. 
Postponed due to impact of COVID-
19 on resource availability. Moved to 
16 December 2020 due to resource 
availability. 

 

 

11



NB – Changes from previous work programme highlighted in bold 

Committee Date: 4 November 2020 – ADDITIONAL MEETING 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Food Standards Agency 
Audit 

To consider the findings of the Food 
Standards Agency. 

 

 

Head of Community Services Yes – moved from 29 July 2020. 
Postponed due to impact of COVID-
19 on resource availability. Moved to 
16 December 2020 due to resource 
availability. 
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NB – Changes from previous work programme highlighted in bold 

 
 

Committee Date: 16 December 2020 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

External Auditor’s 
Progress Report 

To consider the external auditors’ 
report on progress against planned 
outputs. 

External Auditors. No. Report not necessary as the 
2020/21 audit will not have started 
by this point. 

Annual Audit Letter 2019/20 To consider the external auditors’ Audit 
Letter 2019/20. 

External Auditors. Yes – moved from 23 September 
2020 due to impact of COVID-19. 

Internal Audit Plan 
Monitoring Report 

To consider the Internal Audit work 
undertaken and the assurance given on 
the adequacy of internal controls 
operating in the systems audited. 

 

Head of Corporate Services. No. 

Monitoring of Significant 
Governance Issues 

To consider the monitoring report on the 
Significant Governance Issues identified 
in the Annual Governance Statement and 
to review progress against the actions. 

 

Borough Solicitor. No. 

Counter Fraud Unit Update To consider the six monthly update from 
the Counter Fraud Unit. 

Head of Finance and Asset 
Management / Counter Fraud 
Manager. 

No. 

Annual Update on 
Council’s Safeguarding 
Arrangements 

Annual report to give assurance as to 
the level of the Council’s compliance 
with its safeguarding duty. 

Head of Community Services. Yes - Moved from 4 November 
2020 due to resource availability 
(originally scheduled for 29 July 
2020). 
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NB – Changes from previous work programme highlighted in bold 

Committee Date: 16 December 2020 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Food Standards Agency 
Audit 

To consider the findings of the Food 
Standards Agency. 

 

Head of Community Services Yes - Moved from 4 November 
2020 due to resource availability 
(originally schedule for 29 July 
2020). 

Annual Report on Health and 
Safety Activities 

To consider the adequacy of the 
Council’s health and safety 
arrangements. 

 

 

Head of Community Services. Yes – moved from 23 September 
2020 due to impact of COVID-19. 

Corporate Risk Register To consider the risks contained within the 
Corporate Risk Register and assurance 
that the risks are being effectively 
managed.   

Head of Corporate Services. No. 
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NB – Changes from previous work programme highlighted in bold 

 
 

Committee Date: 24 March 2021 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Local Authority Serious and 
Organised Crime Checklist 

To consider progress made against the 
action plan. 

Head of Finance and Asset 
Management / Counter Fraud. 

No. 

External Auditor’s 
Progress Report 

To consider the external auditors’ 
report on progress against planned 
outputs. 

External Auditors. No. – Report not needed as the 
this will be provided as part of the 
Audit Plan report. 

External Auditor’s Audit Plan 
2020/21 

To consider the external auditor’s Audit 
Plan 2020/21. 

External Auditors. No. 

External Auditor’s Housing 
Benefit Certification Report 

To consider the external auditor’s 
housing benefit certification report. 

External Auditors. No. 

Statement of Accounting 
Policies 

To approve the accounting policies to be 
used during the 2020/21 closedown. 

Finance Manager. No. 

Internal Audit Plan 
Monitoring Report 

To consider the Internal Audit work 
undertaken and the assurance given on 
the adequacy of internal controls 
operating in the systems audited. 

Head of Corporate Services. No. 

Internal Audit Six Month Plan 
2021/22 

To approve the Internal Audit Six Month 
Plan 2021/22 (Apr-Sept). 

Head of Corporate Services. No. 

Monitoring of Significant 
Governance Issues 

To consider the monitoring report on the 
Significant Governance Issues identified 
in the Annual Governance Statement and 
to review progress against the actions. 

 

Borough Solicitor. No. 
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NB – Changes from previous work programme highlighted in bold 

Committee Date: 24 March 2021 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Internal Audit Quality 
Assurance and Improvement 
Programme 

To consider the annual update on the 
Internal Audit Quality Assurance and 
Improvement Programme. 

 

Head of Corporate Services. Yes – moved from 29 July 2020 
meeting as quality assurance and 
improvement programme but back to 
March 2021 due to impact of COVID-
19.   

Corporate Risk Register To consider the risks contained within the 
Corporate Risk Register and assurance 
that the risks are being effectively 
managed.   

Head of Corporate Services. No. 
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NB – Changes from previous work programme highlighted in bold 

 

Committee Date:   July 2021  

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Counter Fraud Unit Report To consider the annual update on the 
work of the Counter Fraud team. 

Head of Finance and Asset 
Management / Counter Fraud 
Manager. 

No. 

Annual Update on Council’s 
Safeguarding Arrangements 

 

Annual report to give assurance as to the 
level of the Council’s compliance with its 
safeguarding duty. 

 

Head of Community Services. No. 

External Auditor’s Findings To consider the external auditor’s 
findings 2020/21. 

External Auditors. No. 

Letter of Representation To consider the S151 Officer’s Letter of 
Representation on the closure of the 
accounts for the year ended 31 March 
2021. 

Head of Finance and Asset 
Management. 

No. 

Statement of Accounts 
2020/21 

To approve the Statement of Accounts 
2020/21. 

Head of Finance and Asset 
Management. 

No.  

Fee Scale for the Audit 
2021/22 

To consider the audit scale fee for 
2021/22. 

Head of Finance and Asset 
Management. 

No. 

Internal Audit Plan 
Monitoring Report 

To consider the Internal Audit work 
undertaken and the assurance given on 
the adequacy of internal controls 
operating in the systems audited. 

 

 

Head of Corporate Services. No. 
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NB – Changes from previous work programme highlighted in bold 

Committee Date:   July 2021  

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Internal Audit Annual Report 
2020/21 

To consider the Internal Audit Annual 
Report 2020/21 and the assurance from 
the work undertaken during the year on 
the level of internal control within the 
systems audited during the year. 

Head of Corporate Services. No. 

Annual Governance 
Statement 2020/21 

To approve the Annual Governance 
Statement 2020/21. 

Borough Solicitor. No. 

Corporate Risk Register To consider the risk register and the risks 
contained within it. 

Head of Corporate Services. No. 

Audit and Governance 
Committee Annual Report 
2020/21 

To approve the Audit and Governance 
Committee Annual Report 2020/21. 

Head of Corporate Services. No. 
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NB – Changes from previous work programme highlighted in bold 

 

Committee Date:  September 2021 

Agenda Item Overview of Agenda Item Lead Officer  Has agenda item previously been 
deferred? Details and date of 
deferment required   

Annual Audit Letter 2020/21 To consider the external auditor’s Audit 
Letter 2020/21. 

External Auditors. No. 

External Auditor’s Progress 
Report 

To consider the external auditor’s report 
on progress against planned outputs. 

External Auditors. No. 

Annual Report on Health and 
Safety Activities 

To consider the adequacy of the 
Council’s health and safety 
arrangements. 

Head of Community Services. No. 

Internal Audit Six Month Plan 
2021/22 

To approve the Internal Audit Six Month 
Plan 2021/22 (Oct-Mar). 

 

 

Head of Corporate Services. No. 

Monitoring of Significant 
Governance Issues 

To consider the monitoring report on the 
Significant Governance Issues identified 
in the Annual Governance Statement and 
to review progress against the actions. 

Borough Solicitor. No. 

Corporate Risk Register To consider the risks contained within the 
Corporate Risk Register and assurance 
that the risks are being effectively 
managed.   

Head of Corporate Services. No. 
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NB – Changes from previous work programme highlighted in bold 

OTHER ITEMS 

Agenda Item Overview of Agenda Item Lead Officer  Comments   
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This paper provides the Audit and Governance Committee with a report on 
progress in delivering our responsibilities as your external auditors. 
The paper also includes:

• a summary of emerging national issues and developments that may be relevant to you as a local authority; and

• includes a number of challenge questions in respect of these emerging issues which the Committee may wish to 
consider (these are a tool to use, if helpful, rather than formal questions requiring responses for audit purposes)

Members of the Audit and Governance Committee can find further useful material on our website, where we have a 
section dedicated to our work in the public sector. Here you can download copies of our publications 
www.grantthornton.co.uk .

If you would like further information on any items in this briefing, or would like to register with Grant Thornton to 
receive regular email updates on issues that are of interest to you, please contact either your Engagement Lead or 
Engagement Manager./

Introduction

3

Julie Masci

Engagement Lead

T +44 (0)29 2034 7506
E Julie.masci@uk.gt.com

Beth Garner

Engagement Manager

T +44 (0)117 305 7726
E beth.ac.garner@uk.gt.com
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Progress at September 2020

4

Financial Statements Audit
We commenced our initial planning for the 2019/20 audit in December 2019, 
and our interim audit in March 2020. 

Our work on the final accounts has been arranged over two split periods. We 
undertook our first period of work in June 2020 and our second period of 
work is due to begin at the start of October.

Due to the impact from Covid-19, the March 2020 Audit and Governance 
Committee meeting was cancelled. Instead of being presented to committee, 
our Audit plan was shared electronically on the 19th March. The audit plan 
sets out our planned approach to the audit of the Council’s 2019/20 financial 
statements. 

Covid-19

In addition to the audit risks communicated to those charged with 
governance in our Audit Plan, the Covid-19 pandemic led us to update our 
planning risk assessment and reconsider our audit and value for money 
(VfM) approach to reflect the unprecedented global response. Our Audit Plan 
Addendum sets out an additional significant financial statement risk in 
relation to Covid-19. We also electronically circulated an Audit Plan 
addendum on the 5th May. This addendum set out our adapted approach, in 
response to the adoption of the new significant risk in relation to Covid-19 .

Financial Statements Audit 2019-20 progress:
The Council published its accounts on the 10th August 2020 and we completed some 
preparatory work and testing for the final accounts audit during June 2020. Our early 
work, selecting samples has been completed, and will recommence on our return in 
October.

We will report our work in the Audit Findings Report at the next Audit and 
Governance Committee and aim to give our opinion on the Statement of Accounts by 
the statutory deadline of November 30th 2020.
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Progress at September 2020

5

Value for Money
The scope of our work is set out in the guidance issued by the National Audit 
Office. The Code requires auditors to satisfy themselves that; "the Council has 
made proper arrangements for securing economy, efficiency and effectiveness in 
its use of resources".

The guidance confirmed the overall criterion as: "in all significant respects, the 
audited body had proper arrangements to ensure it took properly informed 
decisions and deployed resources to achieve planned and sustainable outcomes 
for taxpayers and local people".

The three sub criteria for assessment to be able to give a conclusion overall are:

• Informed decision making

• Sustainable resource deployment

• Working with partners and other third parties

Details of our initial risk assessment to determine our approach was included in our 
Audit Plan. We will report our work in the Audit Findings Report and aim to give our 
Value For Money Conclusion by 30th November 2020.

The NAO consultation on a new Code of Audit Practice (the “Code”) has finished, 
and the new Code has completed its approval process in Parliament. It therefore 
came into force on 1 April 2020 for audit years 2020/21 and onwards. The new 
Code supersedes the Code of Audit Practice 2015, which was published by the 
National Audit Office (NAO) in April 2015.

The most significant change under the new Code is the introduction of an Auditor’s 
Annual Report, containing a commentary on arrangements to secure value for 
money and any associated recommendations. Further details of the new Code 
requirements will be communicated to the Council at our next update.

Value for Money – update on progress to date
We have held preliminary discussions with management on the medium term financial 
planning process and how this has factored in Covid-19.

At the onset of the lockdown, finance officers have revisited budgets and undertaken 
robust scenario planning, considering the impact of the lockdown.

The scenarios were based on best case, most likely and worst case financial impacts. A 
Covid-19 impact report, was considered by the Executive Committee in June 2020. The 
Council have taken a pro-active approach in understanding the financial implications of 
the pandemic and we consider this to be ahead of some other councils we work with.

The Council’s and local economy’s income is reliant on tourism activities and has the 
potential to be significantly affected by changes and restrictions in leisure activities.

As the lockdown occurred late in the financial year, the impact of Covid-19 in 2019/20 
has been moderate. The emergency funding received (£1.1m as at September 2020) 
has all been allocated to the financial year 2020/21 to support the significant additional 
expenditure and projected loss of income from the major period of the pandemic and 
recovery. 

The 2019/20 outturn position is a surplus of £1.1m. This is an improved position from the 
2019/20 budget, where a surplus of £575k was planned.

We will continue to have discussions with management as we address the work required 
against the significant risks identified in the Audit Plan, and will report our Value for 
Money conclusion in the audit findings report.
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Other areas
Certification of claims and returns

We certify the Council’s annual Housing Benefit Subsidy claim in accordance with 
procedures agreed with the Department for Work and Pensions (DwP). The 
certification work for the 2019/20 claim is at the planning stage and we expect to 
complete our work by the DWP deadline. We have provided samples to the benefits 
team to commence work on the areas where errors were identified in the prior year in 
advance of the start date for the certification audit. 

It should be noted that, in response to the impact of the Covid-19 pandemic, the DwP 
has moved the reporting deadline back to 31 January 2021. We will report our 
findings to the Audit and Governance Committee in our Certification Letter in March 
2021. 

Meetings

We have regularly met remotely with Finance Officers and the Chief Executive as part 
of our usual liaison meetings and continue to be in discussions with finance staff 
regarding emerging developments and to ensure the audit process is smooth and 
effective. 

Events

We provide a range of workshops, along with network events for members and 
publications to support the Council. 

Further details of the publications that may be of interest to the Council are set out in 
our Sector Update section of this report.

Audit Fees

During 2017, PSAA awarded contracts for audit for a five year period beginning on 1 
April 2018. Since that time, there have been a number of developments within the 
accounting and audit profession. Across all sectors and firms, the Financial Reporting 
Council (FRC) has set out its expectation of improved financial reporting from 
organisations and the need for auditors to demonstrate increased scepticism and 
challenge and to undertake additional and more robust testing. 

Our work in the Local Government sector in 2018/19 has highlighted areas where 
financial reporting, in particular, property, plant and equipment and pensions, needs 
to improve. There is also an increase in the complexity of Local Government financial 
transactions and financial reporting. This combined with the FRC requirement that all 
Local Government audits are at or above the “few improvements needed” (2A) rating 
means that additional audit work is required.

We have reviewed the impact of these changes on both the cost and timing of audits. 
We have discussed this with your s151 Officer including any proposed variations to 
the Scale Fee set by PSAA Limited, and have communicated these fully with the 
Audit and Governance Committee through our Audit Plan.  We can confirm that 
PSAA has now approved this fee variation in principle, and the final fees position will 
be reviewed at the conclusion of the audit.

As a firm, we are absolutely committed to meeting the expectations of the FRC with 
regard to audit quality and local government financial reporting. 

Progress at September 2020 (Cont.)

6
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7

COVID-19 Financial Statements Update

Impact on working arrangements:

• following the government’s announcement on 
Monday 16 March 2020, we closed our Grant 
Thornton offices for the foreseeable future and 
your audit team are now working from home

• we will be working remotely during your 
accounts audit. This is however likely to make 
the audit process longer. We continue to work 
closely with your finance team to make this 
different way of working as efficient as 
possible. 

• there may need to be further changes to 
planned audit timings due to potential illness 
within the audit team or the finance team and 
due to the further developments of Covid-19. 

Impact on accounts and audit opinions: 

There are a number of key issues which your finance team  will have 
had to consider as part of the year end closedown and accounts 
production: 

• impact on reserves and financial health and whether the Council 
needs to provide additional disclosures that draw attention to a 
Material Uncertainty around Going Concern (this could also impact 
on the VfM conclusion) or asset valuations.

• valuation of Property, Plant & Equipment and assumptions made 
by valuers, particularly in respect of carrying value to current value 
assessment.

• impact on collectability of debt and assumptions made in bad debt 
provisions. 

• impact on post-balance sheets events. The consequences of the 
virus post 31 March 2020 will generally be non-adjusting post 
balance sheet events but some form of disclosure may be needed.

• disclosure of impact in the narrative report.

• disclosure of critical judgements and material estimation 
uncertainties.

• impact on the content of the Annual Governance Statement, 
particularly with regards to risks, controls and mitigation.

• considerations in respect of service continuity and disaster 
planning arrangements (this could impact on the VfM conclusion).

• impact on reporting to those charged with governance and signing 
arrangements.

Changes to reporting requirements:

• the Secretary of State announced that for the 2019/20 
accounting period he would be extending the period 
for publication of principal authority accounts to 30 
August 2020.

• for principal authorities, this means that the whole 
chain of publication requirements will be amended. 
The audited financial statements are now to be 
published by 30 November 2020.

• IFRS 16 implementation has been delayed by 1 year 
to 1 April 2021.  IAS 8 disclosures in respect of new 
accounting standards which have been issued but are 
not yet effective are still required for IFRS 16 (Leases) 
even though implementation is deferred to 2021/22.27
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Audit Deliverables

8

2019/20 Deliverables Planned Date Status

Fee Letter 

Confirming audit fee for 2019/20.

February 2020 Complete

Audit Plan

We are required to issue a detailed audit plan to the Audit and Governance Committee setting out our proposed 
approach in order to give an opinion on the Council’s 2019-20 financial statements and a Conclusion on the 
Council’s Value for Money arrangements.

March 2020 Complete

Audit Findings Report

The Audit Findings Report will be reported to the Audit and Governance Committee.

November 2020

(Revised)

Not yet due

Auditors Report

This is the opinion on your financial statements, annual governance statement and value for money conclusion.

November 2020

(Revised)

Not yet due

Annual Audit Letter

This letter communicates the key issues arising from our work.

December 2020 Not yet due
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Covid 19 Sector update
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Covid-19 update
Where are we now?

Over five months into lockdown and councils have moved from the initial 
emergency response phase to focus on recovery planning which is running in 
parallel with on-going responses to the pandemic, such as supporting vulnerable 
people, and managing the capacity challenges of delivering business as usual 
alongside covid-19 response.

The Government has confirmed three tranches of funding to support the impact of 
increase spend and reduced income directly attributed to Covid-19, and are in the 
process of confirming further support via the income compensation scheme.

Foresight forecast indicates that English local authorities have a funding gap of 
£1.9bn this financial year, rising to over £10bn in 2021/22. There is significant 
uncertainty as to whether the Government will provide further Covid-19 related 
funding, and what the medium-term funding for the sector will be following the 
Autumn’s Comprehensive Spending Review. Our modelling currently assumes that 
government funding will remain broadly unchanged, with income being affected by 
ongoing reduction to Council Tax and Business Rates, both in terms of a reduction 
to these tax bases, alongside reduced payments as a consequence of the recession 
brought about by the pandemic.

The uncertainty also impacts on future spending pressures and sales fees and 
charges income. For example, leisure centres and swimming pools can now be 
opened, but must follow Government guidelines on issues such as social 
distancing. Not all leisure services have been able to reopen, and those that have 
are not able to generate levels of income originally forecast pre-covid. Social care 
faces uncertainty in relation to future demand, for example most councils 
responsible for children’s services are forecasting an increase in case load when 
children return to schools in September. For adults, where in some cases demand 
has fallen during the pandemic, there is uncertainty over future levels of demand. 
There is also concern over provider failure in relation to social care and other 
services such as leisure and transport, with many councils providing financial 
support and loans to some providers, which will not be sustainable in the medium 
term. 

As place leaders, councils are managing the conflict between revitalizing footfall in 
high streets and keeping people safe, with some leading by example and 
encouraging council officers to spend some of the week in council offices. Use of 
public transport as a key mode of travel to get to work remains a particular 
challenge.

Lessons learned

All organisations, including councils, have been reflecting on the lessons learned 
from the pandemic, and are seeking to maintain the positive experiences as well as 
learn from the challenges, as part of recovery planning. There is a recognition that 
technology has enabled many people to successfully work remotely, and that this 
will have a fundamental impact on working patterns well after Covid-19 has passed. 
Councils are reviewing their property portfolios to understand the changes required 
in terms of future usage patterns, including how councils interact with their 
communities, whether parts of the municipal estate should be disposed, and 
whether alternate use of space can support income generation. 

There will be demographic variations between places, meaning there is no “one size 
fits all” to economic recovery. For example, home to work geographies will vary, 
with some people who previously commuted into a council area for their work may 
now be considering office space closer to home, leading to a rise in demand for 
shared office space in some areas, that will in part countervail the fall in demand 
elsewhere.

10
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Covid-19 update (cont’d)

Lessons Learned (Cont’d)

Many councils have recognized the improvement in community engagement and 
partnership working with the voluntary sector and other public sector organisations 
during the pandemic and are seeking to build on this, with a recognition that sharing 
responsibility for place-based recovery plans can help sustain the improvements 
gained. Although a shared view of place-based recovery takes an investment of 
time and resource that not all partner organisations are able to provide.

Wider learning relates to central vs local response to issues such as provision of 
PPE, housing the homeless and rough sleepers, and provision of food and 
equipment to the vulnerable. This is currently playing out on test and trace and how 
local lockdowns should be managed, with ongoing tension between national and 
local government.

Many councils understand the importance of data in supporting recovery planning 
decision making, to effectively understand where to prioritise resources and activity 
in the right way and at the right time to achieve the right outcomes. 

The future?

Covid-19 has only increased volatility and uncertainty for local government, and 
when working with councils delivering Financial Foresight we have prioritized 
scenario planning to support strategic financial planning. Understanding best, worst 
and optimum case scenarios from the impact of the pandemic are critical in 
strategic discussion when setting next year’s budget and updating the Medium-
Term Financial Plan – impacts on the place and communities, as well as on the 
council services and the council as an organization. Some councils are more 
confident than others in being able to manage their financial position during 2020/21 
but all are concerned about 2021/22 and beyond. And it is not just Covid-19 
scenarios that need to be understood, but other global, national and local issues 
that will impact over the medium term, including the impact of a no deal Brexit trade 
deal, and new government policies such as those expected on devolution and 
health and social care integration.

As already noted, places will vary depending on their socio-economic and 
demographic characteristics, but all councils are working through demand impacts 
arising from the ongoing pandemic and the associated recession, and ensuring their 
workforce continue to be supported to ensure they remain personally resilient.

Until a vaccine has been successfully been produced and rolled out, the public 
health threat remains, and there are likely to be further local lockdowns, such as we 
have seen in Leicester and towns in the north west of England. There could be 
difficult trade offs for national and local politicians to consider to avert further waves 
of restrictions. For example to keep schools open after they return in September, 
will there be a need to increase restrictions elsewhere to ensure the cases of Covid-
19 remain at a management level?

Local government has always demonstrated a remarkable resilience in managing 
significant challenges, including ten years of austerity, and being at the forefront of 
the pandemic response. And whilst much uncertainty remains, we are confident that 
councils will continue to demonstrate the capacity to lead places, deliver services 

11
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Example scenarios
Scenario 1 – swift return to normality

Covid response Exit from lockdown Post-Covid operating environment1 3

Today

2

Expenditure: pre-Covid baseline

Income: pre-Covid baseline

Lockdown creates 
immediate 
expenditure 
pressure

Costs decrease as 
lockdown eases –
delivery of savings 
resumes

Expenditure returns to something like 
pre-Covid forecasts

Income returns to something 
like pre-Covid forecasts

Immediate loss of 
sales, fees, charges 
and commercial 
income Impact partially 

offset by 
government funding

Government 
provides rescue 
package of further 
funding

Sales, fees and 
charges begin to 
return to pre-Covid
forecast levels
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Example scenarios (Cont’d)
Scenario 2 – second wave and ongoing disruption 

Covid response Exit from lockdown Post-Covid operating environment1 3

Today

2

Expenditure: pre-Covid baseline

Income: pre-Covid baseline

Second wave –
national or local 
lockdowns

Further ill-health 
and economic 
damage increases 
demand

Expenditure 
pressure reduces 
but need remains 
elevated

Lockdown creates 
immediate 
expenditure 
pressure

Costs decrease as 
lockdown eases

Immediate loss of 
sales, fees, charges 
and commercial 
income Impact partially 

offset by 
government funding

Further income hit 
from economic 
damage and loss of 
SFC 

Gov support 
insufficient to 
support income 
requirement

Income remains permanently depressed
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Scenarios and hypotheses 
Local authority areas in 12-24 months?  

14

Theme Reasonable worst case Reasonable best case

People & 
community

• Multiple lockdowns and ongoing disruption 
• Community dependency and expectation of sustained response  
• Turbulence and activism within the VCS 
• Socio-economic inequality is compounded
• Failure of leisure and cultural services

• Smooth exit from lockdown to a “new normal” 
• Community mobilisation is channelled into ongoing resilience 
• Strengthened VCS relationships and focus 
• Systemic response to inequality is accelerated 
• Leisure and cultural services adapted to social distancing 

Business & 
economy

• 16% reduction in GVA for 2020 based on OBR reference scenario 
• Slow / uneven economic recovery and “long tail” on unemployment
• Central gov / BEIS focus investment on areas furthest behind 
• Loss of tourist & student spend causes unmitigated damage
• 'V' shaped recovery results in 2-3 year recovery period

• 5-10% reduction in GVA
• Rapid economic recovery with employment levels close behind
• Central government “back winners” with investment
• Adaptation allows resumption of tourist and student economy
• Business base is weighted towards growth sectors

Health & 
wellbeing

• Increased demand and escalating need due to fallout from lockdown
• Newly-vulnerable cohorts place strain on the system
• Unit costs increase further as markets deteriorate and providers fail 
• SEND transport unable to adapt to social distancing 
• Imposed disruption of care system 

• Positive lifestyle changes and attitudes to care reduce demand
• Needs of newly vulnerable cohorts met through new service models
• New investment in prevention and market-shaping manage costs
• New ways of working leading to stronger staff retention
• Locally-led reform of health and care system

Political & 
regulatory

• Local government side-lined by a centralised national recovery effort
• Unfunded burdens (e.g. enforcement and contact-tracing) 
• Councils in the firing line for mismanaging recovery 

• Local government empowered as leaders of place-based recovery
• Devolution and empowerment of localities 
• Councils at the forefront of civic and democratic renewal 

Environment

• Opportunity missed to capture and sustain environmental benefits
• The end of the high street / town centres 
• Emissions and air quality worsened by avoidance of public transport
• Capital programmes stuck 

• Ability to invest in transport modal shift and green infrastructure 
• Changed working patterns rejuvenate town centres
• Sustained impact on emissions due to new behaviours 
• New, shovel-ready infrastructure programmes

Organisational 

• Inadequate funding forces fiscal constraint 
• Working practices return to status quo – increased operating costs
• Imposed structural change within the place 
• Austerity 2
• Commercial portfolio becomes a liability 

• Adequate funding enables a programme of targeted investment
• Learning and adaptation to new operating environment
• Energised system-wide collaboration and reform
• Fiscal reform and civic renewal 
• Commercial portfolio reshaped for economic and social gain 
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From response to recovery 
Learn, adapt and prioritise

• Develop and test hypotheses around impact 
on place, services, operations, finances

• Design rapid interventions - implement, test 
and evaluate  

• Learning from the response to lock in the 
good stuff – reflection on operations, 
services and the system 

• Set priorities and principles – what is the 
Council’s purpose in an uncertain context 
and where will it focus?

Mitigating the worst case
Consolidate and build resilience

• Ensure that emergency management and 
response structures are resilient for the long 
haul 

• What is the minimum operating model to 
deliver this? 

• Predict and model demand for social care 
and assess care market vulnerability 

• Contingency plans for structural disruption 

• Re-evaluate infrastructure pipeline

Steering towards the best case

Invest in renewal

• Programme of priority-based investment 
framed by recovery and renewal 

• Focus on inequality, community resilience, 
targeted economic stimulus, skills and 
employment support and adapting public 
spaces 

• Continued system leadership, pushing for 
positive reform and resilience 

What strategy is needed in response? 

15
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Councils continue to try to achieve greater 
efficiency in the delivery of public services, whilst 
facing the challenges to address rising demand, 
ongoing budget pressures and social inequality.

Our sector update provides you with an up to date summary of emerging 
national issues and developments to support you. We cover areas which 
may have an impact on your organisation, the wider local government 
sector and the public sector as a whole. Links are provided to the detailed 
report/briefing to allow you to delve further and find out more. 

Our public sector team at Grant Thornton also undertake research on 
service and technical issues. We will bring you the latest research 
publications in this update. We also include areas of potential interest to 
start conversations within the organisation and with Audit and 
Governance Committee members, as well as any accounting and 
regulatory updates. 

Sector Update

17

More information can be found on our dedicated public sector and local 
government sections on the Grant Thornton website by clicking on the logos 
below:

• Grant Thornton Publications

• Insights from local government sector 
specialists

• Reports of interest

• Accounting and regulatory updates

Public Sector
Local 

government
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In-depth insight into the impact of Covid-19 on 
financial reporting in the local government sector 
– Grant Thornton
In June Grant Thornton published a report to help officers and 
elected members identify points they should consider when 
assessing and reporting the impact of Covid-19 on their 
authority. Each authority will be impacted in different ways 
and will need to make their own assessment of the impact on 
their financial statements. However, the report identified some 
of the key challenges for the sector, along with the potential 
financial reporting and regulatory impact, to support preparers 
of local authority accounts navigate through some of these 
key issues. The report also included a number of useful links 
to other resources.

The report considered:

• Operational challenges and the related financial reporting/regulatory impact 

• Government support schemes – considering the accounting implications

• Significant financial reporting issues to consider

• Other sector issues and practicalities to consider

• Impact on audit work/external scrutiny process

• Engagement with experts

We shared the report with your officers and discussed relevant issues with them in a timely 
manner. 

The extraordinary events we are living through follow a decade of austerity, triggered by the 
financial crisis of 2008/09, which had already placed considerable strain on local authorities’ 
finances. Increased demand for many local public services, directly related to the outbreak of 
the virus, has placed immediate pressure on authorities’ cash flows and expenditure 
budgets. The longer-term consequences of recession and unemployment on demand for 
services have yet to be experienced.

At the same time, several important sources of local authority income including Council Tax, 
Nondomestic (business) rates, fees and charges, rents and investment returns have, to a 
greater or lesser extent, been subject to reduction or suspension. This perfect storm of 
conditions presents a real threat to the financial sustainability of the sector. Now, more than 
ever, strong political and executive leadership is needed to re-establish priorities, review 
strategies and medium-term financial plans and ensure that public funds are being used as 
efficiently and effectively as possible. A balance has to be struck between responding to the 
needs of residents and businesses in a timely manner, protecting the most vulnerable and 
ensuring appropriate measures and controls around financial management are in place to 
mitigate against future ‘financial shock’. In doing so, iterative scenario planning will help 
officers and elected members to take informed decisions at key stages, revisiting and 
revising plans along the way.

18

The full report can be obtained from the Grant 
Thornton website:

https://www.grantthornton.co.uk/globalassets/1
.-member-firms/united-
kingdom/pdf/publication/2020/impact-of-
covid19-on-financial-reporting-local-
government-sector.pdf
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Guide for Audit and Risk Committees on 
Financial Reporting and Management during 
COVID-19 – National Audit Office

In June the National Audit Office (NAO) published a guide 
that “aims to help audit and risk committee members 
discharge their responsibilities and to examine the impacts on 
their organisations of the COVID-19 outbreak. It is part of a 
programme of work undertaken by the NAO to support 
Parliament in its scrutiny of the UK government’s response to 
COVID-19.”
The NAO report notes “Audit and risk committees are integral to the scrutiny and challenge 
process. They advise boards and accounting officers on matters of financial accountability, 
assurance and governance, and can support organisations, providing expert challenge, 
helping organisations focus on what is important, and how best to manage risk.

Each organisation will have existing risk management processes in place, but risk appetite 
may have changed as a result of COVID-19, for the organisation to operate effectively and 
respond in a timely manner. This may result in a weakening of controls in some areas, 
increasing the likelihood of other risks occurring. Organisations will need to consider how 
long this change in risk appetite is sustainable for.”

The NAO comment “This guide aims to help audit and risk committee members discharge 
their responsibilities in several different areas, and to examine the impacts on their 
organisations of the COVID-19 outbreak, including on:

• annual reports;

• financial reporting;

• the control environment; and

• regularity of expenditure.

In each section of the guide we have set out some questions to help audit and risk 
committee members to understand and challenge activities. Each section can be used on its 
own, although we would recommend that audit and risk committee members consider the 
whole guide, as the questions in other sections may be interrelated. Each individual section 
has the questions at the end, but for ease of use all the questions are included in Appendix 
One.

The guide may also be used as organisations and audit and risk committees consider 
reporting in the 2020-21 period.”

19

The full report can be obtained from the NAO website:

https://www.nao.org.uk/report/guidance-for-audit-and-risk-committees-on-
financial-reporting-and-management-during-covid-19/
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Kickstarting Housing – Grant Thornton and 
Localis

In July Grant Thornton Head of Local Government, Paul 
Dossett, wrote an essay, included as part of a collection in the 
Localis report – “Building for renewal: kickstarting the C19 
housing recovery”. 
Paul asked “So how do we address “the housing crisis” in the context of an existential threat 
to the British economy?  Just as importantly, how do we ensure our key workers, our new 
heroes of the Thursday night applause, are front and centre of such a response.   Paul 
suggested that the housing response needs to move away from the piecemeal towards a 
comprehensive and strategic response, with five key pillars with the key worker demographic 
at its heart: 

• Public housebuilding. This will involve more borrowing, but we need a bold and ambitious 
target to build at least one million new public sector properties at social rents by 2025. This 
should involve a comprehensive and deep partnership between Homes England and local 
authorities and underpinned by a need to minimise the carbon footprint.

• Private sector housing needs a rocket boost with massive Government supported 
investment in modern methods of construction and consideration of required workforce 
needed to meet capacity.  This needs to go hand in hand with a major recruitment drive into 
all facets of the housing industries. This should include national and local training initiatives 
to support workers form the service sectors who are very likely to lose their jobs because of 
the pandemic.

• Strategic authorities based on existing local government footprints across the country 
to remove the inconsistent patchwork quilt of current arrangements so that there is 
consistency between local, county and national strategic priorities. They should be legally 
tasked and funded for development of comprehensive infrastructure plans to support 
housing initiatives in their areas with a strong remit for improving public transport, supporting 
green energy initiatives and developing public realms which create a sense of community 
and belonging. 

• Building on existing initiatives to improve security of tenure and quality of 
accommodation, a new partnership is needed between landlord and tenants that provides a 
consistent national/regional footing to ensure that housing is a shared community 
responsibility. This should, like the response to the pandemic, be part of a shared community 
narrative based on state, business and local people.

• Putting key workers at the heart of the Housing strategy.  The country appears to have 
discovered the importance of key workers. The people that keep the country running and 
whose contribution is never usually recognised financially or in terms of social esteem.  
There are several existing key worker accommodation initiatives, but they are local and 
piecemeal. We need a comprehensive strategy which focuses on key worker needs, 
including quality of accommodation, affordable mortgages/ rents, proximity to workplaces 
and above all , a sense of priority on the housing ladder for those who keep the country 
running in good times and bad and are the best of us in every sense. 

Paul concluded “Housing is a basic need and if key workers feel valued in their place in 
housing priorities, we will have made a giant step forward. 

Key workers are not the only group in need of help of course. Utilising the momentum behind 
keyworkers that their role in COVID-19 has brought into focus, could help kickstart housing 
initiatives that help all those in need.”

20

The full report can be obtained from the 
Grant Thornton website:

https://www.grantthornton.co.uk/en/insi
ghts/homes-fit-for-heroes-affordable-
housing-for-all/
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CIPFA – Financial Scrutiny Practice Guide

Produced by the Centre for Public Scrutiny (CfPS) and 
CIPFA, this guide provides guidance to councils and 
councillors in England on how they might best integrate an 
awareness of council finances into the way that overview and 
scrutiny works.
The impact of the COVID-19 pandemic on council finances, uncertainty regarding the 
delayed fair funding review and future operations for social care – on top of a decade of 
progressively more significant financial constraints – has placed local government in a 
hugely challenging position. 

For the foreseeable future, council budgeting will be even more about the language of 
priorities and difficult choices than ever before. 

This guide suggests ways to move budget and finance scrutiny beyond set-piece scrutiny 
‘events’ in December and quarterly financial performance scorecards being reported to 
committee. Effective financial scrutiny is one of the few ways that councils can assure 
themselves that their budget is robust and sustainable, and that it intelligently takes into 
account the needs of residents.

Scrutiny can provide an independent perspective, drawing directly on the insights of local 
people, and can challenge assumptions and preconceptions. It can also provide a 
mechanism to ensure an understanding tough choices that councils are now making.

This paper has been published as the local government sector is seeking to manage the 
unique set of financial circumstances arising from the COVID-19 pandemic. This has 
resulted, through the Coronavirus Act 2020 and other legislation, in changes to local 
authorities’ formal duties around financial systems and procedures.

The approaches set out in this guide reflect CfPS and CIPFA’s thinking on scrutiny’s role on 
financial matters as things stand, but the preparation for the 2021/22 budget might look 
different. CfPS has produced a separate guide to assist scrutineers in understanding 
financial matters during the pandemic

21

The full report can be obtained from 
CIPFA’s website:

https://www.cipfa.org/policy-and-
guidance/reports/financial-scrutiny-
practice-guide
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Future Procurement and Market Supply Options 
Review – Public Sector Audit Appointments

Public Sector Audit Appointments (PSAA) has commissioned 
an independent review of the sustainability of the local 
government audit market. The review was undertaken by an 
independent consultancy, Touchstone Renard. 
PSAA note that the report “draws on the views of audit firms active in the local authority 
market as well as others that are not. In doing so it identifies a number of distinctive 
challenges in the current local audit market. In particular it highlights the unprecedented 
scrutiny and significant regulatory pressure on the auditing profession; the challenges of a 
demanding timetable which expects publication of audited accounts by 31 July each year; 
and the impact of austerity on local public bodies and its effect on both the complexity of the 
issues auditors face and the capacity of local finance teams”. 

Key findings in the report include:

• A lack of experienced local authority auditors as the main threat to the future 
sustainability of the market.

• It will be difficult to bring the non-approved firms into the market.

• Of the nine approved firms, only five have current contracts with PSAA.

• Almost all of the approved firms have reservations about remaining in the market.

• Firms perceive that that their risks have increased since bids were submitted for the 
current contracts.

• The timing of local audits is problematic. 

Key issues for the next procurement round include:

• Number of lots and lot sizes.

• Lot composition.

• Length of contracts.

• Price:quality ratio.

The report notes that “PSAA will need to balance the views of the firms with wider 
considerations including the needs of audited bodies and the requirement to appoint an 
auditor to every individual body opting in to its collective scheme”.

22

The full report can be obtained from the PSAA website:

https://www.psaa.co.uk/wp-content/uploads/2020/03/PSAA-Future-
Procurement-and-Market-Supply-Options-Review.pdf
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TEWKESBURY BOROUGH COUNCIL 

 

Report to: Audit and Governance Committee 

Date of Meeting: 23 September 2020 

Subject: Fee Scale for the Audit 2020/21 

Report of: Head of Finance and Asset Management 

Corporate Lead: Deputy Chief Executive 

Lead Member: Finance and Asset Management 

Number of Appendices: One 

 
 

Executive Summary: 

As an ‘opted-in body’ the fee scale for the 2020/21 audit of accounts in Tewkesbury is set by 
Public Sector Audit Appointments (PSAA). The fee level has been set at the same level as the 
current year and this has been communicated to the authority. This report and the attached 
appendix updates Members of the Audit and Governance Committee on the agreed fee.  

Recommendation: 

That Audit and Governance Committee note the fee scale for the 2020/21 audit.  

Reasons for Recommendation: 

To inform Members of the Audit and Governance Committee of the fee scale for the 2020/21 
audit. 

 
 

Resource Implications: 

The scale fee for 2020/21 is £34,589 and has been included within the authority’s base budget. 

Legal Implications: 

PSAA commissions auditors to provide audits that are compliant with the National Audit 
Office’s Code of Audit Practice (‘the Code’). PSAA is required by s16 of the Local Audit 
(Appointing Person) Regulations 2015 (the Regulations) to set the scale fees by the start of the 
financial year. 

Risk Management Implications: 

None. 

Performance Management Follow-up: 

Any variation to the fee will be agreed between the audit firm and PSAA before being 
communicated to the Section 151 Officer. 
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Agenda Item 7



 

Environmental Implications:  

None. 

 

1.0 INTRODUCTION/BACKGROUND 

1.1 In January 2017, under the Local Audit and Accountability Act 2014 (the Act), Council 
decided to opt-in to a Sector Led Body (SLB) appointed by the Secretary of State to lead the 
appointment of external auditors and manage the audit contracts from 1 April 2019. The SLB 
appointed was Public Sector Audit Appointments (PSAA). 

1.2 As part of their role PSAA have agreed with the audit firms to inform individual organisations 
of their forthcoming audit fee rather than requiring the audit firms to separately communicate 
this. This report and the attached letter from PSAA effectively replace the communication 
previously received from Grant Thornton. 

2.0 FEE SCALE FOR THE AUDIT 2020/21  

2.1 PSAA is required by s16 of the Local Audit (Appointing Person) Regulations 2015 (the 
Regulations) to set the scale fees by the start of the financial year. Details were published on 
their website on 31 March 2020 and the letter attached at Appendix A was sent to the Section 
151 Officer of the Council. 

2.2 The fee scale set for 2020/21 is at the same level as was set for 2019/20 and is shown in the 
table below: 

 Scale fee for the audit  
2020/21 

Scale fee for the audit 
2019/20 

Tewkesbury Borough 
Council 

£34,589 £34,589 

 

2.3 It is important to note that, whilst the main scale fee is set, audit firms have the opportunity to 
agree with PSAA variations to the fee to reflect additional work that may be undertaken as a 
result of regulatory change or changes in the audit environment. 

3.0 OTHER OPTIONS CONSIDERED 

3.1 None. The fee is set within the parameters of the agreed five-year contract. 

4.0 CONSULTATION  

4.1 None. 

5.0 RELEVANT COUNCIL POLICIES/STRATEGIES 

5.1 None. 

6.0 RELEVANT GOVERNMENT POLICIES  

6.1  None. 
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7.0 RESOURCE IMPLICATIONS (Human/Property) 

7.1 None. 

8.0 SUSTAINABILITY IMPLICATIONS (Social/Community Safety/Cultural/ Economic/ 
Environment) 

8.1 None. 

9.0 IMPACT UPON (Value For Money/Equalities/E-Government/Human Rights/Health And 
Safety) 

9.1 None. 

10.0 RELATED DECISIONS AND ANY OTHER RELEVANT FACTS  

10.1 Appointment of External Auditor – Council on 24 January 2017 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Background Papers: Appointment of External Auditor - Council on 24 January 2017. 
 
Contact Officer:  Head of Finance and Asset Management Tel: 01684 272005 
 Email: simon.dix@tewkesbury.gov.uk 
 
Appendices:  A – Letter from Public Sector Audit Appointments.   
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PSAA, 18 Smith Square, London, SW1P 3HZ 
www.psaa.co.uk  Company number: 09178094 

 
 

Appendix A 

I am writing to notify you of your 2020/21 audit scale fee. In previous years your 
auditor has been required to write to you to do this. However, going forward, we 
have agreed with the audit firms that it is more efficient for PSAA to write out to all 
bodies directly.  

PSAA commissions auditors to provide audits that are compliant with the National 
Audit Office’s Code of Audit Practice (‘the Code’). PSAA is required by s16 of the 
Local Audit (Appointing Person) Regulations 2015 (the Regulations) to set the scale 
fees by the start of the financial year, and we published the 2020/21 scale fees on 
our website on 31 March 2020. In addition to notifying you directly of your scale fee, 
this letter provides you with key updates and information on audit matters in these 
difficult times.  

We wrote to all S151 officers on 12 December 2019 describing that local audit and 
audit more widely is subject to a great deal of turbulence with significant pressures 
on fees.  These pressures still apply and the key aspects are summarised below; 

  It is apparent that the well publicised challenges facing the auditing profession 
following a number of significant financial failures in the private sector have 
played a part. As you know, these high profile events have led the 
Government to commission three separate reviews - Sir John Kingman has 
reviewed audit regulation, the Competition and Markets Authority has 
reviewed the audit market, and Sir Donald Brydon has reviewed the audit 
product.  

   

 By email 

 

 
  

              Email generalenquiries@psaa.co.uk 

   

  

Dear Section 151 Officer and Audit Committee Chair 

 Fee Scale for the Audit 2020/21 and update on 2019/20 
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  It is not yet clear what the long term implications of these reviews will be. 
However, the immediate impact is clear - significantly greater pressure on 
firms to deliver higher quality audits by requiring auditors to demonstrate 
greater professional scepticism when carrying out their work across all sectors 
– and this includes local audit. This has resulted in auditors needing to 
exercise greater challenge to the areas where management makes 
judgements or relies upon advisers, for example, in relation to estimates and 
related assumptions within the accounts. As a result, audit firms have updated 
their work programmes and reinforced their internal processes and will 
continue to do so to enable them to meet the current expectations. 

 

How we set your scale fee 

We consulted on the 2020/21 Scale of Fees in early 2020 and received a total of 54 
responses. We published the final document on our website (Scale fee document). 
In it we explained that although we have set the scale audit fee at the same level as 
for 2019/20, we do not expect the final audit fee to remain at that level for most if not 
all bodies because of a variety of change factors, the impact of which cannot be 
accurately or reliably estimated at this stage.  

The impact of these changes is likely to vary between bodies depending on local 
circumstances, and information to determine that impact with any certainty is not yet 
available. Our view is that it would also be inappropriate to apply a standard increase 
to all authorities given the differing impact of these changes between bodies. As the 
impact of these changes is understood, fee variations will need to be identified and 
agreed reflecting the impact on each audit 

 Scale fee for the audit  
2020/21 

Scale fee for the audit 
2019/20 

Tewkesbury Borough 
Council 

£34,589 £34,589 

 

As well as the Scale of Fees document, we have also produced a Q&A which 
provides detailed responses to the questions raised as part of the consultation. We 
will update the Q&As periodically to take account of ongoing developments affecting 
scale fees. 

The fee for the audit is based on certain assumptions and expectations which are set 
out in the Statement of Responsibilities. This statement serves as the formal terms of 
engagement between appointed auditors and audited bodies. It summarises where 
the different responsibilities of auditors and of the audited body begin and end, and 
what is to be expected of both in certain areas.  
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The final fee for the audit will reflect the risk-based approach to audit planning as set 
out in the Code. Under the Code, auditors tailor their work to reflect local 
circumstances and their assessment of audit risk. This is achieved by assessing the 
significant financial and operational risks facing an audited body, and the 
arrangements it has put in place to manage those risks, as well as considering any 
changes affecting audit responsibilities or financial reporting standards. 

Fee Variations 

As noted above, we recognise that with so much turbulence and change in the local 
audit environment, additional fee variations are likely to arise for most if not all 
bodies.  

The amount of work required on arrangements to secure VFM is a matter of auditor 
judgement and is based on the requirements set out in the new Code and supporting 
guidance which will be published later in 2020. Once the Auditor Guidance Notes 
have been published we will be able to consider the impact of the new requirements 
in more depth, and may be able to provide indicative ranges in relation to the likely 
fee implications for different types and classes of body. 

Given that local circumstances at each audited body are key to determining the 
assessment of risk and the audit work required, we would encourage early dialogue 
with your auditor to determine any related implications for fees.  The process for 
agreeing fee variations begins with local communication, and ideally agreement. We 
have produced a fee variation process note which is available on our website (Fee 
variations process). Please note that all fee variations are required to be approved 
by PSAA before they can be invoiced.  

Quality of Audit Services 

We are committed to do all we can to ensure good quality audits and a high-quality 
service for the bodies that have opted into our arrangements. The service that you 
can expect to receive from your auditors is set out in their Method Statement, which 
is available from your auditors. 

Whilst professional regulation and contractual compliance are important components 
of the arrangements for a quality audit service, so too is the aspect of relationship 
management. We recently commissioned a survey via the LGA Research team to 
obtain audited bodies’ views of the audit service provided to them. The themes and 
improvement areas from the survey will be discussed with firm contact partners for 
development at a local level. The results from our 2018/19 survey of all opted-in 
bodies will be available on our website in May and we will notify all S151 officers and 
Audit Committee Chairs. 

Impact of COVID-19 on current 2019/20 audits 
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4 

The global COVID-19 pandemic has created further turbulence impacting on all 
aspects of the economy including the public sector. There are potentially significant 
repercussions for the delivery of audits, audit-related issues and delays to signing 
audit opinions for 2019/20.  MHCLG has acted to ease these pressures by providing 
more flexibility in the 2019/20 accounts preparation and auditing timetable by 
temporarily revising the Accounts and Audit Regulations. This has extended the 
period which an authority has to publish its draft financial statements until 31 August, 
and importantly there is much greater flexibility for the public inspection period as it is 
now required to start on or before the first working day of September 2020. The 
revised date for publishing audited accounts (if available) is 30 November 2020. 

We recommend that you discuss with your auditors the use that can be made of this 
flexibility in meeting mutual governance and assurance responsibilities, noting that in 
a letter to all local authority Chief Executives on 22 April, MHCLG encouraged 
approval of pre-audit accounts earlier than 31 August if possible.  

We have referred to the importance of audit quality in this letter, and just as 
important is the quality of the pre-audit financial statements and the working papers 
that are prepared by bodies. The disruption caused by COVID-19 will impact on 
areas of judgement and creates uncertainty in preparation of the financial 
statements, and it is key that bodies ensure there is sufficient focus upon financial 
reporting and related processes and controls, and that the planned timetable allows 
for sufficient internal quality assurance and review of financial reporting issues taking 
into account the wider impact of the pandemic on the officers’ time. 

Local Audit Quality Forum 

Our Local Audit Quality Forum focuses on providing information to support audit 
committees (or equivalent) in delivering their remit effectively. We are disappointed 
that we are not able to host our planned event this summer due to the COVID-19 
pandemic. However, we plan to host our next event towards the end of the year. It 
will provide an opportunity to discuss a range of relevant topics and themes. If there 
are any particular areas you would like to see included on a future agenda, or if you 
wish to raise any other issues with PSAA, please feel free to contact us at 
generalenquiries@psaa.co.uk 

Your auditor will, of course, be best placed to answer any questions you may have 
with regard to your audit.  

Yours sincerely, 

Tony Crawley 

Chief Executive 
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TEWKESBURY BOROUGH COUNCIL 

 

Report to: Audit and Governance Committee  

Date of Meeting: 23 September 2020 

Subject: Regulation of Investigatory Powers Act (RIPA) 2000 & 
Investigatory Powers Act (IPA) 2016 

Report of: Borough Solicitor  

Corporate Lead: Borough Solicitor  

Lead Member: Lead Member for Corporate Governance  

Number of Appendices: Two 

 
 

Executive Summary: 

To present Audit and Governance Committee with: 

i) A revised Regulation of Investigatory Powers Act 2000 Surveillance and Covert Human 
Intelligence Source Policy. 

ii) A new Investigatory Powers Act 2016 Acquisition of Communications Data Policy. 

The Local Authority is required to have effective policies to enable officers to gather 
intelligence and conduct surveillance in line with the law.  

The policies set out the legislative framework and principles the local authority will abide by to 
mitigate the risk of legal challenge in Court.  

The policies demonstrate the local authority’s consideration of necessity, proportionality and 
public interest when deciding on surveillance activity and requests for communication data.  It 
also demonstrates openness and transparency for its customers. 

Following consideration and approval by the Audit and Governance Committee, the policies 
will be recommended to Executive Committee for approval. 

The report also provides an update in relation the local authority’s existing authorisation 
arrangements and the outcome of the recent inspection by the Investigatory Powers 
Commissioner’s Office (IPCO). 

Recommendation: 

To RECOMMEND to the EXECUTIVE COMMITTEE that: 

1. The Regulation of Investigatory Powers Act 2000 Surveillance and Covert Human 
Intelligence Source Policy as attached at Appendix 1 be APPROVED. 

2. The Investigatory Powers Act 2016 Acquisition of Communications Data Policy 
as attached at Appendix 2 be APPROVED. 

3. That the Borough Solicitor be authorised to approve future minor amendments in 
consultation with the Counter Fraud Unit Manager and the Lead Member for 
Corporate Governance. 
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Reasons for Recommendation: 

1.1. To update and replace the existing RIPA Procedural Guide in line with changes to the 
legislation. 

Effective enforcement plays an important role in enabling the local authority to achieve its 
priorities and community outcomes. 

 
 

Resource Implications: 

The adoption and approval of these policies will support the local authority’s objectives in 
reducing crime and financial loss to the local authority.   

Legal Implications: 

The Local Authority is required to ensure that it complies with the Regulation of Investigatory 
Powers Act 2000, the Investigatory Powers Act 2016 and any other relevant/statutory 
legislation regarding investigations.  It should also consider government guidance in this area. 

The Local Authority has a statutory obligation for enforcing a wide range of legislation, where it 
is necessary and proportionate to do so.  Human rights implications are a consideration of this 
type of activity and this is included within the Policy. 

Any requests for directed/covert surveillance or the acquisition of communications data to be 
undertaken should be necessary and proportionate, and authorised by the appropriate Officer.  
Both Policies provide information and advice to those seeking authorisation and those officers 
granting authorisation.  Both policies confirm the process to be used and matters to be 
considered. 

Risk Management Implications: 

1.2. The policies demonstrate the local authority’s consideration of necessity, proportionality and 
public interest when deciding on surveillance activity or the decision to obtain personal 
communication data. 

The policies set out the legislative framework and principles the local authority will abide by in 
investigations undertaken to mitigate the risk of legal challenge in Court.  

Performance Management Follow-up: 

None directly arising from the report.  

Environmental Implications:  

None directly arising from the report. 

 

1.0 INTRODUCTION/BACKGROUND 

1.1 The local authority’s policies are based on the legislative requirements of the Regulation 
of Investigatory Powers Act 2000, the Investigatory Powers Act 2016 and the Codes of 
Practice relating to directed surveillance, the use of covert human intelligence sources 
and the acquisition of communications data.  Attached at Appendix 1 and Appendix 2 are 
revised policies.  These policies have been reviewed by the Investigatory Powers 
Commissioner’s Office Inspector and the suggested minor amendments have been 
incorporated.  
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1.2 The Investigatory Powers Act 2016 now governs communication data requests.  The 
legislation widened the scope of information the local authority may obtain for 
investigations, introduced the necessity for a serious crime threshold and removed the 
requirement for judicial approval. 

1.3 All applications for communications data are made online via the National Anti-Fraud 
Network (NAFN) which acts as the single point of contact for local authorities.  NAFN 
send requests to the Office for Communication Data Authorisations (OCDA) which 
ratifies all applications from public authorities for approval and, if granted, NAFN will then 
obtain the requested data for the applicant. 

1.4 There is a requirement for the local authority to nominate a Designated Senior Officer 
who will confirm to NAFN that the local authority is aware of any request and approve its 
submission.  This role will be undertaken by the Counter Fraud Manager and the Deputy 
Counter Fraud Manager. 

1.5 Surveillance and the use of a Covert Human Intelligence Source (CHIS) is still governed 
by the Regulation of Investigatory Powers Act 2000 and any ‘RIPA’ applications are 
subject to the same application processes as outlined in the previous policy – the offence 
must meet the serious crime threshold and the local authority must obtain judicial 
approval. 

1.6 The local authority must have a Senior Responsible Officer and Authorising Officers to 
approve the application before the Court is approached.  Details in relation to these roles 
was in the Counter Fraud Unit update report in July 2020 however it was incorrectly 
reported that the Senior Responsible Officer was the Chief Executive.  This should have 
stated that the Borough Solicitor was the Senior Responsible Officer.     

1.7 The role of RIPA Coordinator has been transferred to the Counter Fraud Unit Manager 
who will be responsible for the management of policies, annual updates to Members, the 
return of statistics to the Investigatory Powers Commissioners Office, coordination of any 
inspections by the Investigatory Powers Commissioners Office and the management and 
recording of all applications by officers of the local authority. 

1.8 The refreshed policy introduces a mandatory requirement for staff to complete a Non-
RIPA Application Form where surveillance is being undertaken but the offence does not 
meet the serious crime criteria. 

1.9 The application of these policies, to govern surveillance and the obtaining of personal 
communications data, ensures that there is less risk that an individual’s human rights will 
be breached.  Furthermore, it protects the local authority from allegations of the same. 

1.10 The recent inspection was completed remotely and the report confirms a high level of 
compliance by the local authority.  The recommendations were as follows: 

  That the Authorising Officers and Senior Responsible Officer will receive 
refresher training at the earliest opportunity and any enforcement officers by the 
end of 2021.  

  That the revised Social Media Policy be approved and adhered to. 

  That the Policies and the Counter Fraud Unit Data Retention Procedure be 
updated to reflect the minimum retention periods for material acquired through 
covert activity. 
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2.0 UPDATED POLICY   

2.1 These two policies replace The RIPA Procedural Guide. 

2.2 The Social Media Policy is currently undergoing a review and will be the subject of 
consultation with the Corporate Governance Group and Management Team prior to 
approval by Members. 

3.0 OTHER OPTIONS CONSIDERED 

3.1 None.  

4.0 CONSULTATION  

4.1 The draft policies were subject to consultation with the Corporate Governance Group, 
Management Team and One Legal. 

5.0 RELEVANT COUNCIL POLICIES/STRATEGIES 

5.1 None.  

6.0 RELEVANT GOVERNMENT POLICIES  

6.1  Home Office Codes of Practice.  

7.0 RESOURCE IMPLICATIONS (Human/Property) 

7.1 Council staff with responsibility for enforcement and Authorising Officers will be made 
aware of the updated policies and receive training. 

8.0 SUSTAINABILITY IMPLICATIONS (Social/Community Safety/Cultural/ Economic/ 
Environment) 

8.1 None.  

9.0 IMPACT UPON (Value For Money/Equalities/E-Government/Human Rights/Health 
And Safety) 

9.1 The legislation was introduced to ensure that public authorities’ actions are consistent 
with the Human Rights Act 1998 (HRA).  It balances safeguarding the rights of the 
individual against the needs of society as a whole to be protected from crime and other 
public safety risks. 

10.0 RELATED DECISIONS AND ANY OTHER RELEVANT FACTS  

10.1 None.  

 

Background Papers: None.  
Contact Officer:  Counter Fraud Manager Tel: 01285 623356 
 Email: emma.cathcart@cotswold.gov.uk 

Appendices:  1.   Regulation of Investigatory Powers Act 2000 Surveillance and     
Covert Human Intelligence Source Policy.  

 2  Investigatory Powers Act 2016 Acquisition of Communications Data   
Policy. 
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1. INTRODUCTION 

1.1 The performance of certain investigatory functions by Local Authorities may 
require the surveillance of individuals or the use of undercover Officers and 
informants.  Such actions may intrude on the privacy of individuals and can result 
in private information being obtained and as such, should not be undertaken 
without full and proper consideration. The Regulation of Investigatory Powers Act 
2000 (RIPA) regulates these types of activities and the Act and this Policy must 
be followed at all times. 

1.2 Neither RIPA nor this Policy covers the use of any overt surveillance, or general 
observation that forms part of the normal day to day duties of Officers, or 
circumstances where members of the public volunteer information to the Council. 
The majority of the Council’s enforcement functions are carried out in an overt 
manner.  

1.3 RIPA was introduced to ensure that public authorities’ actions are consistent with 
the Human Rights Act 1998 (HRA).  It balances safeguarding the rights of the 
individual against the needs of society as a whole to be protected from crime and 
other public safety risks.  This reflects the requirements of Article 8 (right to 
privacy) under the HRA.  RIPA provides a statutory mechanism for authorising 
covert surveillance and the use of a covert human intelligence source (CHIS). 

1.4 RIPA also introduced a legal gateway for public authorities to apply for 
telecommunications and postal data. However, these have been amended by the 
Investigatory Powers Act 2016 (IPA), and for guidance in relation to the obtaining 
of Communications Data please see the IPA Acquisition of Communications Data 
Policy.  

2. SCOPE OF POLICY 

2.1 The purpose of this document is to ensure that the Council complies with RIPA. 

2.2 This document provides guidance on the regulation of any Directed Covert 
Surveillance that is carried out by the Council. This includes the use of 
undercover Officers and informants, known as Covert Human Intelligence 
Sources (CHIS).  

2.3 Covert surveillance will only be used by the Council where it judges such use to 
be necessary and proportionate to the seriousness of the crime or matter being 
investigated.  

2.4 All directed surveillance must be authorised and conducted in accordance with 
RIPA.  Therefore, all Officers involved in the process must have regard to this 
document and the statutory Codes of Practice issued under section 71 RIPA.  
The Codes of Practice are available from:  

https://www.gov.uk/government/collections/ripa-codes#current-codes-of-practice  

2.5 There must be no situation where a Council Officer engages in covert 
surveillance without obtaining authorisation in accordance with the procedures 
set out in this document and the RIPA Codes of Practice. 

2.6 Any queries concerning the content of the document should be addressed to the 
RIPA Coordinator, Counter Fraud Unit. 
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3. BACKGROUND 

3.1 RIPA provides a legal framework for the control and regulation of covert 
surveillance techniques which public authorities undertake as part of their duties.  
As was highlighted in the introduction to this Policy, the need for such control 
arose as a result of the HRA.  Article 8 of the European Convention on Human 
Rights states that:- 

1) Everyone has the right of respect for his private and family life, his home 
and his correspondence. 

2) There shall be no interference by a Public Authority with the exercise of this 
right except such as in accordance with the law and is necessary in a 
democratic society in the interests of national security, public safety or the 
economic well-being of the country, for the prevention of disorder or crime, 
for the protection of health and morals or for the protection of the rights and 
freedoms of others. 

3.2 The right under Article 8 is a qualified right and public authorities can interfere 
with this right for the reasons given in 2.3 above. RIPA provides the legal 
framework for lawful interference.   

3.3 However, under RIPA, Local Authorities can only authorise directed covert 
surveillance for the purpose of preventing or detecting conduct which constitutes 
a criminal offence which is: 

 An offence that is capable of attracting a maximum prison sentence of 6 
months or more punishable whether on summary conviction or indictment 
meets the serious crime threshold or, 

 Relates to the underage sale of alcohol or tobacco. 

3.4 Furthermore, the Council’s authorisation can only be given effect once an Order 
approving the authorisation has been granted by a Justice of the Peace (JP). 

3.5 The serious crime criteria do not apply to CHIS authorisations. 

3.6 RIPA ensures that any surveillance undertaken following a correct authorisation 
and approval from a JP is lawful and therefore protects the Council from legal 
challenge. It allows the information obtained to be used as evidence in the 
investigation.  It can also be used if required in other investigations. 

4. SURVEILLANCE WITHOUT RIPA  

4.1 Section 27 of RIPA provides that surveillance shall be lawful for all purposes if 
authorised and conducted in accordance with an authorisation granted under 
RIPA. 

4.2 Lawful surveillance is exempted from civil liability.  

4.3 Although not obtaining authorisation does not make the surveillance unlawful per 
se, it does have some consequences:- 

 Evidence that is gathered may be inadmissible in court; 

 The subjects of surveillance can bring their own proceedings or defeat 
proceedings brought by the Council against them on human rights grounds 
i.e. we have infringed their rights under Article 8; 

 If a challenge under Article 8 is successful, the Council could face a claim 
for financial compensation; 
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 The Government has also introduced a system of tribunal to deal with 
complaints.  Any person who believes that their rights have been breached 
can have their complaint dealt with by the Investigatory Powers Tribunal 
(IPTC) (See Complaints section within the Code of Practice) 

5. INDEPENDENT OVERSIGHT 

5.1 From 1 September 2017 oversight of RIPA is provided by the Investigatory 
Powers Commissioner's Office (IPCO).  They are the independent inspection 
office whose remit includes providing comprehensive oversight of the use of the 
powers to which the RIPA Codes of Practice apply, and adherence to the 
practices and processes described in it. They also provide guidance to be 
followed which is separate to the codes. 

5.2 Anyone, including anyone working for the Council, who has concerns about the 
way that investigatory powers are being used, may report their concerns to the 
IPCO 

5.3 IPCO has unfettered access to all locations, documentation and information 
systems as is necessary to carry out its full functions and duties and it will 
periodically inspect the records and procedures of the Council to ensure the 
appropriate authorisations have been given, reviewed, cancelled, and recorded 
properly.   

5.4 It is the duty of any person who uses these powers to comply with any request 
made by a Commissioner to disclose or provide any information required for the 
purpose of enabling them to carry out their functions.  

5.5 It is important that the Council can show it complies with this Policy and with the 
provisions of RIPA. 

6. LEGAL ADVICE 

6.1 The Council’s legal representatives will provide legal advice to staff making, 
renewing or cancelling authorisations.  Requests and responses for legal advice 
will be in writing and copied to the RIPA Coordinator, Counter Fraud Unit to keep 
on file.  

7. REVIEW OF POLICY AND PROCEDURE  

7.1 The Audit Committee will receive annual reports regarding the use of RIPA. 
Those reports will contain information on: 

 Where and when the powers have been used; 

 The objective; 

 The authorisation process; 

 The job title of the Senior Responsible Officer (SRO), Authorising Officers 
(AO) and RIPA Coordinator; 

 The outcomes including any legal court case; 

 Any costs. 
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8. RIPA ROLES AND RESPONSIBILITIES  

8.1 THE SENIOR RESPONSIBLE OFFICER 
 

8.2 The SRO has responsibility for the following: 

 The integrity of the process in place within the Council to authorise 
Directed and Intrusive Surveillance;  

 Compliance with the relevant sections of RIPA and the Codes of Practice;  

 Oversight of the reporting of errors to the Investigatory Powers 
Commissioner (IPC) and the identification of both the cause(s) of errors 
and the implementation of processes to minimise repetition of errors;  

 Engagement with the IPCO and the inspectors who support the IPC when 
they conduct their inspections; 

 Where necessary, overseeing the implementation of any recommended 
post-inspection action plans and;  

 Ensuring that all AO are of an appropriate standard, addressing any 
recommendations and concerns in the inspection reports prepared by the 
IPC. 

8.3 THE RIPA COORDINATOR 
 

8.4 The RIPA Coordinator is responsible for storing all the original authorisations, 
reviews, renewals and cancellation forms and the signed approval or refusal 
documentation from the JP. This will include any authorisations that have not 
been authorised by the AO or refused by a JP.   

8.5 The RIPA Coordinator will:  

 Keep the copies of the forms for a period of at least 3 years; 

 Keep the Central Register (a requirement of the Codes of Practice) of all of 
the authorisations, renewals and cancellations; and issue a unique 
reference number.  This record should contain the information outlined 
within the Covert Surveillance and Property Interference revised Code of 
Practice; 

 Keep a database for identifying and monitoring expiry dates and renewal 
dates; 

 Along with Officers (AO and Investigating Officers (IO)), ensure that any 
electronic and paper records relating to a RIPA investigation are used, 
retained or destroyed in line with the Council’s Information Management 
Policies, Departmental Retention Schedules and Data Protection 
Legislation /Regulations; 

 Provide administrative support and guidance on the processes involved; 

 Not provide legal guidance or advice; 

 Monitor the authorisations, renewals and cancellations with a view to 
ensuring consistency throughout the Council; 

 Monitor each department's compliance and act on any cases of non-
compliance; 

 Provide training and further guidance and awareness of RIPA and the 
provisions of this Policy; and review the contents of this Policy. 
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8.6 INVESTIGATING OFFICER/APPLICANT  
 

8.7 The applicant is normally an IO who completes the application section of the 
RIPA form.  IOs should think about the need to undertake directed surveillance or 
the use of a CHIS before they seek authorisation.  IOs must consider whether 
they can obtain the information by using techniques other than covert 
surveillance.  Advice can be given by the RIPA Coordinator.  

8.8 The applicant or IO must carry out a feasibility study and this should be seen by 
the AO.  The IO seeking authorisation should then complete the application form 
having regard to the guidance given in this Policy and the statutory Codes of 
Practice. There should not be any significant delay between the feasibility study 
and the completion of the application form in order to ensure that the details 
within the application are accurate. The form should then be submitted to the AO 
for authorisation.  

8.9 AUTHORISING OFFICERS 

 
8.10 The role of the AO is to authorise, review, renew and cancel directed 

surveillance.  

8.11 AOs should not be responsible for authorising investigations or operations in 
which they are directly involved.  Where an AO authorises such an investigation 
or operation the Central Record of Authorisations should highlight this, and it 
should be brought to the attention of the Inspector during their next inspection.  

8.12 The Regulation of Investigatory Powers (Directed Surveillance and Covert 
Human Intelligence Sources) Order 2010 prescribes that for the Council, the AO 
shall be a Director, Head of Service, Service Manager or equivalent as distinct 
from the Officer responsible for the conduct of an investigation.  

8.13 A designated AO must qualify both by rank and by competence. Officers who 
wish to be designated must have been trained to an appropriate level in order to 
have an understanding of RIPA and the requirements that must be satisfied 
before an authorisation can be granted. 

8.14 Authorisations must be given in writing by the AO by completing the relevant 
section on the authorisation form.  Before giving authorisation for directed 
surveillance, an AO must be satisfied that the reason for the request is for the 
prevention and detection of crime and that the crime attracts a custodial 
sentence of a maximum of 6 months or more, or is an offence relating to the 
underage sale of alcohol or tobacco under sections 146, 147 or 147A of the 
Licensing Act 2003 or section 7 of the Children and Young Persons Act 1933.  

8.15 The lawful criteria for CHIS are prevention and detection of crime and prevention 
of disorder and the offence does not have to have a sentence of 6 months 
imprisonment but consideration must be given to the risk of collateral intrusion 
(the risk of obtaining private information about persons who are not the subject of 
investigation), the possibility of collecting confidential personal information and 
that the result cannot reasonably be achieved by any other means. 

8.16 When completing an authorisation, the case should be presented in a fair and 
balanced way.  In particular, all reasonable efforts should be made to take into 
account information which weakens the case for the authorisation. 

8.17 The application should explain why the activity is both necessary and 
proportionate, having regard to the collateral intrusion.  It should also explain 
exactly what is being authorised, against whom, in what circumstances, where 
and so on, and that the level of the surveillance is appropriate to achieve the 
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objectives.  It is important that this is very clear as the surveillance operatives will 
only be able to carry out activity that has been authorised.  This will assist with 
avoiding errors.  

8.18 If any equipment such as covert cameras are to be used, the AO should know 
the capability of the equipment before authorising its use.  This will have an 
impact on collateral intrusion, necessity and proportionality.  It is important that 
they consider all the facts to justify their decision and that it is not merely a 
rubber-stamping exercise. 

8.19 The AO may be required to attend court to explain what has been authorised and 
why. Alternatively, they may have to justify their actions at a tribunal.  AOs are 
also responsible for carrying out regular reviews of applications, for authorising 
renewals and cancelling any authorisation (see relevant sections below).   

8.20 AOs must acquaint themselves with the relevant Codes of Practice issued by the 
Home Office regarding RIPA and the current Procedures and Guidance issued 
by the Commissioner.  This document also details the latest operational guidance 
to be followed.  It is recommended that AOs hold their own copy of this 
document.  

8.21 AOs, through the Council’s Data Controller, must ensure compliance with the 
appropriate data protection requirements under data protection legislation and 
regulation and any relevant internal protocols of the Council relating to the 
handling and storage of material.  

9. SURVEILLANCE TYPES AND CRITERIA 

9.1 Surveillance is: 

 Monitoring, observing or listening to persons, their movements, their 
conversations or their other activities or communications. 

 Recording anything monitored, observed or listened to in the course of 
surveillance, with or without the assistance of a device. 

9.2 By its very nature, surveillance may involve invading an individual’s right to 
privacy.  The level of privacy which individuals can expect depends upon the 
nature of the environment they are within at the time.  For example, within an 
individual’s own home or private vehicle, an individual can expect the highest 
level of privacy.  The level of expectation of privacy may reduce if the individual 
transfers out into public areas. 

9.3 There are different types of surveillance which, depending on their nature, are 
either allowable or not allowable and that require different degrees of 
authorisation and monitoring under RIPA. 

9.4 OVERT SURVEILLANCE 

 
9.5 Overt surveillance is where the subject of surveillance is aware that it is taking 

place.  This could be by way of signage, such as in the use of CCTV, or because 
the subject of the surveillance has been informed of the activity.  Overt 
surveillance is outside the scope of RIPA and therefore does not require 
authorisation.  However, it still must take account of privacy under the HRA. 

9.6 COVERT SURVEILLANCE 

 
9.7 Covert Surveillance is defined as “surveillance which is carried out in a manner 

calculated to ensure that the persons subject to the surveillance are unaware that 
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it is or may be taking place” and is covered by RIPA.  Covert surveillance is 
categorised as either intrusive or directed. 

9.8 There are three categories of covert surveillance regulated by RIPA: 

1) Directed Surveillance; 

2) Covert Human Intelligence Sources (CHIS); and 

3) Intrusive surveillance (the Council is not permitted to carry out intrusive 
surveillance).   

9.9 INTRUSIVE SURVEILLANCE 

 
9.10 The Council has no authority in law to carry out Intrusive Surveillance.  Intrusive 

surveillance is defined in section 26(3) of RIPA  as covert surveillance that: 

 Is carried out in relation to anything taking place on any residential 
premises or in any private vehicle; and 

 Involves the presence of an individual on the premises or in the vehicle or 
is carried out by means of a surveillance device. 

9.11 Where surveillance is carried out in relation to anything taking place on any 
residential premises or in any private vehicle by means of a device, without that 
device being present on the premises, or in the vehicle, it is not intrusive unless 
the device consistently provides information of the same quality and detail as 
might be expected to be obtained from a device actually present on the premises 
or in the vehicle.  Thus, an observation post outside premises, which provides a 
limited view and no sound of what is happening inside the premises, would not 
be considered as intrusive surveillance.  

9.12 A risk assessment of the capability of equipment being used for surveillance of 
residential premises and private vehicles should be carried out to ensure that it 
does not fall into intrusive surveillance. 

9.13 If you are considering conducting surveillance that may fall within the scope of 
intrusive surveillance you must contact the RIPA Coordinator for clarification or 
seek legal advice from the legal department before you undertake any 
surveillance. 

9.14 DIRECTED SURVEILLANCE 

 
9.15 Surveillance is directed surveillance within RIPA if the following are applicable: 

• It is covert, but not intrusive surveillance; 

• It is conducted for the purposes of a specific investigation or operation; 

• It is likely to result in the obtaining of private information (see private 
information below) about a person (whether or not one specifically 
identified for the purposes of the investigation or operation); 

• It is conducted otherwise than by way of an immediate response to events 
or circumstances the nature of which is such that it would not be 
reasonably practicable for an authorisation to be sought. 

• The offence under investigation attracts a maximum custodial sentence of 
six months, or it is an investigation into criminal offences relating to the 
underage sale of alcohol or tobacco under sections 146, 147 or 147A of the 
Licensing Act 2003 or section 7 of the Children and Young Persons Act 
1933.  

64



Regulation of Investigatory Powers Act 2000                                        
Surveillance and Covert Human Intelligence Source Policy                                 
 

 
Regulation of Investigatory Powers Act 2000                                                             April 2019 
Surveillance and Covert Human Intelligence Source Policy Version 2                Page 11 of 28                             

10. PRIVATE INFORMATION 

10.1 The Code of Practice provides guidance on the definition of private information 
and states it includes any information relating to a person’s private or family life. 
As a result, private information is capable of comprising any aspect of a person’s 
relationship with others including family and professional or business 
relationships.  

10.2 Information which is non-private may include publicly available information such 
as books, newspapers, journals, TV and radio broadcasts, newswires, web sites, 
mapping imagery, academic articles, conference proceedings, business reports, 
and more.  Such information may also include commercially available data where 
a fee may be charged, and any data which is available on request or made 
available at a meeting to a member of the public.  

10.3 Whilst a person may have a reduced expectation of privacy when in a public 
place, covert surveillance of that person’s activities in public may still result in the 
obtaining of private information. This is likely to be the case where that person 
has a reasonable expectation of privacy even though acting in public, and where 
a record is being made by the Council of that person’s activities for future 
consideration or analysis.   

10.4 Surveillance of publicly accessible areas of the internet should be treated in a 
similar way particularly when accessing information on social media websites. 
(See the Internet and Social Media Research and Investigations Policy for further 
guidance) 

10.5 Private life considerations are particularly likely to arise if several records are to 
be analysed together in order to establish a pattern of behaviour.  Consideration 
must be given if one or more pieces of information (whether or not available in 
the public domain) are covertly and / or overtly obtained for the purpose of 
making a permanent record about a person or for subsequent data processing to 
generate further information. In such circumstances, the totality of information 
gleaned may constitute private information even if individual records do not. 
Where such conduct includes covert surveillance, a directed surveillance 
authorisation may be considered appropriate. 

10.6 Private information may include personal data, such as names, telephone 
numbers and address details.  Where such information is acquired by means of 
covert surveillance of a person having a reasonable expectation of privacy, a 
directed surveillance authorisation is appropriate 

11. CONFIDENTIAL OR PRIVILEGED MATERIAL 

11.1 Particular consideration should be given in cases where the subject of the 
investigation or operation might reasonably assume a high degree of 
confidentiality.  This includes where the material contains information that is 
legally privileged; confidential journalistic material or where material identifies a 
journalist’s source; or material containing confidential personal information or 
communications between a Member of Parliament and another person on 
constituency business.  Directed surveillance likely or intended to result in the 
acquisition of knowledge of confidential or privileged material must be authorised 
by the Head of Paid Service, or (in their absence) the person acting as the Head 
of Paid Service (as per the codes and Statutory Instrument).  Advice should be 
sought from the RIPA Coordinator and the Legal Department if there is a 
likelihood of this occurring. 
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12. INTERNET AND SOCIAL MEDIA INVESTIGATIONS 

12.1 Online open source research is widely regarded as the collection, evaluation and 
analysis of material from online sources available to the public, whether by 
payment or otherwise to use as intelligence and evidence. 

12.2 The use of online open source internet and social media research techniques 
has become a productive method of obtaining information to assist the Council 
with its regulatory and enforcement functions.  It can also assist with service 
delivery issues and debt recovery.  However, the use of the internet and social 
media is constantly evolving and with it the risks associated with these types of 
enquiries, particularly regarding breaches of privacy under Article 8 Human 
Rights Act (HRA) and other operational risks.  The activity may also require RIPA 
authorisations for Directed Surveillance or CHIS.  Where this is the case, the 
application process and the contents of this policy are to be followed. 

12.3 There is a detailed Internet and Social Media Research and Investigations Policy 
that covers online open source research which should be read and followed in 
conjunction with this policy. 

 

13. CCTV 

13.1 The use of the CCTV systems operated by the Council does not normally fall 
under the RIPA regulations.  However, it does fall under the data protection 
legislation and regulations, the Surveillance Camera Code 2013 and the 
Council’s CCTV Policy.  However, should there be a requirement for the CCTV 
cameras to be used for a specific purpose to conduct surveillance it is likely that 
the activity will fall under directed surveillance and therefore require an 
authorisation under RIPA.  The Council’s CCTV Policy and Procedures should be 
referred to. 

13.2 If an IO envisages using any other CCTV system they should contact the RIPA 
Coordinator concerning any clarification on the administrative process or seek 
legal advice before they undertake any surveillance. 

14. AUTOMATIC NUMBER PLATE RECOGNITION (ANPR) 

14.1 Automated Number Plate Recognition (ANPR) does not engage RIPA if it is used 
for the purpose it is registered for, such as traffic flow management or safety and 
enforcement within car parks.  However, it is capable of being a surveillance 
device if used in a pre-planned way to carry out surveillance by monitoring a 
particular vehicle or by plotting its locations, e.g. in connection with illegally 
disposing of waste.  

14.2 Should it be necessary to use the Police ANPR systems to monitor vehicles, the 
same RIPA principles apply regarding when a directed surveillance authorisation 
should be sought.   

15. JOINT AGENCY SURVEILLANCE 

15.1 In cases where one agency is acting on behalf of another, it is usually for the 
tasking agency to obtain or provide the authorisation.  For example, where 
surveillance is carried out by Council employees on behalf of the Police, 
authorisation would be sought by the Police.  If it is a joint operation involving 
both agencies, the lead agency should seek authorisation. 
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15.2 Council staff involved with joint agency surveillance must ensure that all parties 
taking part are authorised on the form to carry out the activity.  When Council 
Officers are operating on another organisation’s authorisation they are to ensure 
they see what activity they are authorised to carry out and make a written record.  
They should also provide a copy of the authorisation to the RIPA Coordinator at 
the Council to assist with oversight and monitoring. 

16. USE OF THIRD PARTY AGENTS 

16.1 In some circumstances it may be appropriate or necessary for the Council to 
work with third parties who are not themselves a public Authority (such as an 
individual, company or non-governmental organisation) to assist with an 
investigation.  Where that third party is acting in partnership with or under the 
direction of the Council, then they are acting as our agent and any activities that 
the third party conducts which meet the RIPA definitions of directed surveillance 
should be authorised.  The agent will be subject to RIPA in the same way as any 
employee of the Council would be.  The AO should ensure that the agents are 
qualified or have the necessary skills to achieve the objectives.  They should also 
ensure that they understand their obligations under RIPA.  If advice is required, 
please contact the Legal Department. 

16.2 If the above circumstances apply and it is intended to instruct an agent to carry 
out the covert activity, the agent must complete and sign the appropriate form. 

16.3 Similarly, a surveillance authorisation should also be considered where the 
Council is aware that a third party (that is not a public Authority) is independently 
conducting surveillance and the Council intends to make use of any suitable 
material obtained by the third party for the purposes of a specific investigation or 
is to act as the prosecuting body. 

17. EQUIPMENT 

17.1 All equipment capable of being used for directed surveillance, such as cameras, 
should be fit for the purpose for which they are intended.  The equipment should 
be logged on the central register of equipment held by the RIPA Coordinator.  
This will require a description, Serial Number, and an explanation of its 
capabilities. 

17.2 When completing an Authorisation, the applicant must provide the AO with 
details of any equipment to be used and its technical capabilities.  The AO will 
have to take this into account when considering the intrusion issues and 
proportionality.  The AO must make it clear on the Authorisation exactly what 
equipment, if any, they are authorising and under what circumstances. 

18. COVERT HUMAN INTELLIGENCE SOURCES (CHIS) 

18.1 This policy applies to all use of under-cover Officers or informants, referred to as 
Covert Human Intelligence Sources (CHIS).  Not all human source activity will 
meet the definition of a CHIS. For example, a source may be a public volunteer 
or someone who discloses information out of a professional or statutory duty or 
has been tasked to obtain information other than by way of a covert relationship.  

18.2 Test purchase activity does not in general require authorisation under RIPA as 
vendor-purchaser activity does not constitute a relationship.  However, if a 
number of visits are undertaken, a relationship may be established and 
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authorisation as a CHIS should be considered.  Equally a test purchase may 
meet the definition of directed surveillance. 

18.3  If you intend to instruct a third party to act as the CHIS, the agent must complete 
and sign the appropriate form.  The agent will be subject to RIPA in the same 
way as any employee of the Council would be. If advice is required, please 
contact either the RIPA Coordinator or the Legal Department. 

18.4 An application for either directed surveillance or the use of a CHIS will need 
authorising internally by an AO.  If authorised by the AO, approval will be 
required from a Justice of the Peace (JP) prior to any activity taking place. (See 
the appropriate sections below). 

18.5 The authorisation request should be accompanied by a risk assessment, giving 
details of how the CHIS is going to be handled and the arrangements which are 
in place for ensuring that there is at all times a person with responsibility for 
maintaining a record of the use made of CHIS.  The risk assessment should take 
into account the safety and welfare of the CHIS in relation to the activity and 
should consider the likely consequences should the role of the CHIS become 
known. The ongoing security and welfare of the CHIS after the cancellation of the 
authorisation should also be considered at the outset.  

18.6 Where surveillance or the use of a CHIS is likely to result in the obtaining of 
confidential information, it is imperative that legal advice should first be sought 
from the SRO or the Legal Department.  Confidential information includes, 
though is not limited to, matters subject to legal privilege, confidential personal 
information and confidential journalistic material. Confidential personal 
information is information held in confidence relating to the physical or mental 
health or spiritual counselling concerning an individual (whether living or dead) 
who can be identified from it. 

18.7 Should a CHIS authority be required, all of the staff involved in the process 
should make themselves fully aware of all of the aspects relating to tasking 
contained within the CHIS codes of Practice. 

18.8 Legal advice should always be sought where consideration is given to the use of 
CHIS. 

18.9 DEFINITION OF CHIS 

 
18.10 A CHIS is a person who: -  

 Establishes or maintains a personal or other relationship with a person for 
the covert purpose of facilitating the doing of anything falling within the 
following paragraphs; 

 Covertly uses such a relationship to obtain information or to provide access 
to any information to another person; or 

 Covertly discloses information obtained by the use of such a relationship or 
as a consequence of the existence of such a relationship. 

18.11 A relationship is established, maintained or used for a covert purpose if, and only 
if, it is conducted in a manner that is calculated to ensure that one of the parties 
to the relationship is unaware of the purpose. 

18.12 The serious crime criteria of the offences under investigation do not apply to 
CHIS. 

18.13 CHIS’s may only be authorised if the following arrangements are in place: 
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 That there will at all times be an Officer (the handler) within the Council 
who will have day to day responsibility for dealing with the source on behalf 
of the authority, and for the source’s security.  The handler is likely to be 
the IO,   

 That there will at all times be another Officer within the Council who will 
have general oversight of the use made of the source; (controller) i.e. the 
Line Manager. 

 That there will at all times be an Officer within the Council who has 
responsibility for maintaining a record of the use made of the source. 

 That the records relating to the source maintained by the local authority will 
always contain particulars of all matters specified by the Secretary of State 
in Regulations.  

18.14 The Handler will have day to day responsibility for: 

 dealing with the source on behalf of the Council concerned;  

 directing the day to day activities of the source; 

 recording the information supplied by the source; and 

 monitoring the source’s security and welfare.  

18.15 The Controller will be responsible for the general oversight of the use of the 
source. 

18.16 Tasking is the assignment given to the source by the Handler or Controller such 
as asking them to obtain information, to provide access to information or to 
otherwise act, incidentally, for the benefit of the relevant Council.  Authorisation 
for the use or conduct of a source is required prior to any tasking where such 
tasking requires the source to establish or maintain a personal or other 
relationship for a covert purpose. 

18.17 In some instances, the tasking given to a person will not require the source to 
establish a personal or other relationship for a covert purpose.  For example, a 
member of the public is asked to maintain a record of all vehicles arriving and 
leaving a specific location or to record the details of visitors to a neighbouring 
house.  A relationship has not been established or maintained in order to gather 
the information and a CHIS authorisation is therefore not available. Other 
authorisations under the Act, for example, directed surveillance, may need to be 
considered where there is a possible interference with the Article 8 rights of an 
individual. 

18.18 Authorisations should not be drawn so narrowly that a separate authorisation is 
required each time the CHIS is tasked.  Rather, an authorisation might cover, in 
broad terms, the nature of the source’s task.  

18.19 VULNERABLE CHIS 

 
18.20 Special consideration must be given to the use of a Vulnerable Individual as a 

CHIS. A ‘Vulnerable Individual’ is a person who is or may be in need of 
community care services by reason of mental or other disability, age or illness 
and who is or may be unable to take care of himself, or unable to protect himself 
against significant harm or exploitation. Any individual of this description, or a 
Juvenile as defined below, should only be authorised to act as a source in the 
most exceptional circumstances and only then when authorised by the by the 
Head of Paid Service, or (in their absence) the person acting as the Head of Paid 
Service (as per the codes and Statutory Instrument).   
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18.21 Special safeguards also apply to the use or conduct of Juvenile Sources; that is 
sources under the age of 18 years.  On no occasion should the use or conduct of 
a source under 16 years of age be authorised to give information against his 
parents or any person who has parental responsibility for them. 

18.22 If the use of a Vulnerable Individual or a Juvenile is being considered as a CHIS 
you must consult the Legal Department before authorisation is sought as 
authorisations should not be granted unless the special provisions contained 
within the Regulation of Investigatory Powers (Juveniles) Order 2000; SI No. 
2793 are satisfied.  Authorisations for Juvenile Sources must be authorised by 
the by the Head of Paid Service, or (in their absence) the person acting as the 
Head of Paid Service (as per the codes and Statutory Instrument).    

18.23 It is unlikely that the use of a Vulnerable Individual or Juvenile CHIS by the 
Council will meet the requirements of necessity and proportionality and be 
considered justifiable. 

18.24 USE OF EQUIPMENT BY A CHIS 

 

18.25 If a CHIS is required to wear or carry a surveillance device such as a covert 
camera it does not need a separate intrusive or directed surveillance 
authorisation, provided the device will only be used in the presence of the CHIS. 
It should be authorised as part of the conduct of the CHIS.  

18.26 CHIS, whether or not wearing or carrying a surveillance device, in residential 
premises or a private vehicle, does not require additional authorisation to record 
any activity inside those premises or that vehicle which takes place in their 
presence. This also applies to the recording of telephone conversations. 

18.27 CHIS MANAGEMENT 

 
18.28 The operation will require managing by the handler and controller which will 

include ensuring that the activities of the source and the operation remain 
focused and there is no status drift. It is important that the intrusion is assessed 
on an ongoing basis to ensure the operation remains proportionate. The security 
and welfare of the source will also be monitored. The AO should maintain 
general oversight of these functions. 

18.29 During CHIS activity there may be occasions when unforeseen action or 
undertakings occur. Such incidences should be recorded as soon as practicable 
after the event and if the existing authorisation is insufficient, it should either be 
dealt with by way of a review and updated (for minor amendments only) or it 
should be cancelled, and a new authorisation obtained before any further action 
is carried out. Similarly, where it is intended to task a CHIS in a new significantly 
different way than previously identified, the proposed tasking should be referred 
to the AO, who should consider whether a separate authorisation is required. 
This should be done in advance of any tasking and details of such referrals must 
be recorded. 

18.30 CHIS RECORD KEEPING 

 
18.31 The records relating to the source maintained by the Council will always contain 

particulars as laid down by the Covert Human Intelligence Sources codes of 
practice, revised CHIS codes of practice and the RIPA (Source Records) 
Regulations 2000; SI No: 2725 which details the particulars that must be included 
in these records. 
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19. NECESSITY 

19.1 Obtaining an authorisation under RIPA will only ensure that there is a justifiable 
interference with an individual’s Article 8 rights if it is necessary and 
proportionate for these activities to take place. 

19.2 RIPA first requires that the person granting an authorisation believe that the 
authorisation is necessary in the circumstances of the particular case for one or 
more of the statutory grounds applicable to the Council.  

19.3 The applicant must be able to demonstrate why it is necessary to carry out the 
covert activity to achieve the objectives and that there was no other means of 
obtaining the same information in a less intrusive method.  The applicant must 
detail the crime being investigated and the information or evidence they are 
hoping to obtain.  They should also state that they have considered other means 
of obtaining this information and have either concluded this is the only method 
available or that other methods are not appropriate and state the reason; for 
example it would alert the subject to their investigation which would be 
detrimental to the case.  

20. PROPORTIONALITY 

20.1 If the activities are deemed necessary, the AO must also believe that they are 
proportionate to the objective they are aiming to achieve.  This involves 
balancing the seriousness of the intrusion into the privacy of the subject of the 
operation (or any other person who may be affected) against the need for the 
activity in investigative and operational terms. 

20.2 The authorisation will not be proportionate if it is excessive in the overall 
circumstances of the case. Each action authorised should bring an expected 
benefit to the investigation or operation and should not be disproportionate or 
arbitrary.  The fact that a suspected offence may be serious will not alone render 
the proposed actions proportionate.  Similarly, an offence may be so minor that 
any deployment of covert techniques would be disproportionate.  No activity 
should be considered proportionate if the information which is sought could 
reasonably be obtained by other less intrusive means. 

20.3 When completing the authorisation the AO should explain why the methods and 
tactics to be adopted during the surveillance are justified in the particular 
circumstances of the case. 

20.4 The Codes provide guidance relating to proportionality which should be 
considered by both applicants and AOs: 

 Balancing the size and scope of the proposed activity against the gravity 
and extent of the perceived crime or offence; 

 Explaining how and why the methods to be adopted will cause the least 
possible intrusion on the subject and others;  

 Considering whether the activity is an appropriate use of the legislation and 
a reasonable way, having considered all reasonable alternatives, of 
obtaining the necessary result; 

 Evidencing, as far as reasonably practicable, what other methods had been 
considered and why they were not implemented. 

20.5 When completing an application for authorisation, the case should be presented 
in a fair and balanced way. In particular, all reasonable efforts should be made to 
take into account information which weakens the case for the authorisation.  
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21. COLLATERAL INTRUSION 

21.1 Before authorising applications for directed surveillance, the AO should also take 
into account the risk of collateral intrusion - obtaining private information about 
persons who are not subjects of the surveillance.  

21.2 Officers should take measures, wherever practicable, to avoid or minimise 
unnecessary intrusion into the privacy of those who are not the intended subjects 
of the surveillance. Where such collateral intrusion is unavoidable, the activities 
may still be authorised, provided this intrusion is considered proportionate to the 
aims of the operation. The same proportionality tests apply to anticipated 
collateral intrusion as to intrusion into the privacy of the intended subject of the 
surveillance. 

21.3 All applications must include an assessment of the risk of collateral intrusion and 
details of any measures taken to limit this (within the relevant section of the 
form), to enable the AO to fully consider the proportionality of the proposed 
actions. 

21.4 In order to give proper consideration to collateral intrusion, an AO should be 
given full information regarding the potential scope of the anticipated 
surveillance, including the likelihood that any equipment or software deployed 
may cause intrusion on persons or property other than the subject(s) of the 
application. If an automated system such as an online search engine is used to 
obtain the information, the AO should be made aware of its potential extent and 
limitations. Material which is not necessary or proportionate to the aims of the 
operation or investigation should be discarded or securely retained separately 
where it may be required for future evidential purposes. The AO should ensure 
appropriate safeguards for the handling, retention or destruction of such material, 
as well as compliance with Data Protection Act requirements. 

21.5 Where it is proposed to conduct surveillance activity specifically against 
individuals who are not suspected of direct or culpable involvement in the overall 
matter being investigated, interference with the privacy of such individuals should 
not be considered as collateral intrusion but rather as intended intrusion.  

21.6 Where the Council intends to access a social media or other online account to 
which they have been given access with the consent of the owner, the authority 
will still need to consider whether the account(s) may contain information about 
others who have not given their consent. If there is a likelihood of obtaining 
private information about others, the need for a Directed Surveillance 
authorisation should be considered, particularly (though not exclusively) where it 
is intended to monitor the account going forward. 

22. THE APPLICATION AND AUTHORISATION PROCESS 

22.1 All forms relating to RIPA can be found at 

https://www.gov.uk/government/collections/ripa-forms--2 

22.2 DURATION OF AUTHORISATIONS 

 
22.3 Authorisations must be given for the maximum duration from the date approved 

by the JP/Magistrate but reviewed on a regular basis and formally cancelled 
when no longer needed.  Authorisations should not be allowed to simply expire – 
they must be cancelled when the surveillance is no longer proportionate or 
necessary.  Therefore, a directed surveillance authorisation will cease to have 
effect after three months from the date of approval by the Magistrate unless 
renewed or cancelled.  Durations detailed below: 
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 Directed Surveillance   3 Months 

 Renewal     3 Months 

 Covert Human Intelligence Source 12 Months 

 Renewal      12 months 

 Juvenile Sources    4 Months 

 Renewal     4 Months 
 

22.4 It is the responsibility of the IO to make sure that the authorisation is still valid 
when they undertake surveillance. 

22.5 APPLICATIONS/AUTHORISATION 

 
22.6 The applicant must carry out a feasibility study and intrusion assessment as this 

may be required by the AO.  The person seeking the authorisation should then 
complete the application form having regard to the guidance given in this Policy 
and the statutory Codes of Practice.  There should not be any real delay between 
the feasibility study and the completion of the application form to ensure that the 
details within the application remain accurate. The form should then be submitted 
to the AO for authorisation.  

22.7 When completing an application, the applicant must ensure that the case for the 
authorisation is presented in a fair and balanced way.  In particular, all 
reasonable efforts should be made to take into account information which 
weakens the case for the warrant or authorisation. 

22.8 For directed surveillance, the offence must be a criminal offence that attracts a 
maximum custodial sentence of six months or more or criminal offences relating 
to the underage sale of alcohol or tobacco under sections 146, 147 or 147A of 
the Licensing Act 2003 or section 7 of the Children and Young Persons Act 1933.  

22.9 All the relevant sections must be completed with enough information to ensure 
that applications are sufficiently detailed for the AO to consider necessity and 
proportionality, having taken into account the collateral intrusion issues.  AOs 
should refuse to authorise applications that are not to the required standard and 
should refer them back to the originating Officers.  Cutting and pasting or using 
template entries should not take place as this would leave the process open to 
challenge. 

22.10 If it is intended to undertake both directed surveillance and the use of a CHIS on 
the same surveillance subject, the respective application form and procedures 
should be followed, and both activities should be considered separately on their 
own merits. 

22.11 All applications will be submitted to the AO via the Line Manager of the 
appropriate enforcement team in order that they are aware of the application and 
activities being undertaken by their staff.  The Line Manager will perform an initial 
quality check of the application.  However, they should not be involved in the 
sanctioning of the authorisation.  

22.12 Applications, whether authorised or refused, will be issued with a unique number 
(obtained from the RIPA Coordinator) by the AO, taken from the next available 
number in the central record of authorisations which is held by the RIPA 
Coordinator. 

22.13 If not authorised, feedback will be provided to the applicant and the application 
will be forwarded to the RIPA Coordinator for recording and filing. 

22.14 If authorised, the applicant will then complete the relevant section of the judicial 
application/order form.  Although this form requires the applicant to provide a 
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brief summary of the circumstances of the case, this is supplementary and does 
not replace the need to supply the original RIPA authorisation form to the Court. 

22.15 ARRANGING THE COURT HEARING 

 
22.16 Within office hours a hearing must be arranged at the Magistrates’ Court with Her 

Majesty’s Courts and Tribunals Service (HMCTS).  The hearing will be in private 
and heard by a single JP.  The application to the JP will be on oath. 

22.17 Officers who may present the application at these proceedings will need to be 
formally designated by the Council under section 223 of the Local Government 
Act 1972 to appear, be sworn in and present evidence or information as required 
by the JP.  The legal department can advise who is duly authorised and able to 
present.  

22.18 ATTENDING THE HEARING 

 
22.19 The applicant and the AO should attend the Hearing to answer any questions 

directed at them.  Upon attending the hearing, the presenting Officer must 
provide to the JP the partially completed judicial application/order form, a copy of 
the RIPA application/authorisation form, and the original form, together with any 
supporting documents setting out the case.  

22.20 The original RIPA authorisation should be shown to the JP but will be retained by 
the Council so that it is available for inspection by IPCO, and in the event of any 
legal challenge or investigations by the IPT. 

22.21 The JP will read and consider the RIPA authorisation and the judicial 
application/order form.  They may ask questions to clarify points or require 
additional reassurance on particular matters.  These questions are 
supplementary to the content of the application form.  The forms and supporting 
papers must by themselves make the Council’s case.  It is not sufficient for the 
Council to provide oral evidence where this is not reflected or supported in the 
papers provided.  

22.22 The JP will consider whether they are satisfied that at the time the authorisation 
was granted or renewed, there were reasonable grounds for believing that the 
authorisation was necessary and proportionate.  In addition, they must be 
satisfied that the person who granted the authorisation or gave the notice was an 
appropriate Designated Person within the Council and the authorisation was 
made in accordance with any applicable legal restrictions, for example that the 
crime threshold for directed surveillance has been met. 

22.23 DECISION OF THE JP 

 
22.24 The JP has a number of options: 

22.25 Approve or renew an authorisation. If approved by the JP, the date of the 
approval becomes the commencement date and the three months duration will 
commence on this date, the Officers are now allowed to undertake the activity. 

22.26 Refuse to approve or renew an authorisation. The RIPA authorisation will not 
take effect and the Council may not use the technique in that case.  

22.27 Where an application has been refused, the applicant may wish to consider the 
reasons for that refusal.  If more information was required by the JP to determine 
whether the authorisation has met the tests, and this is the reason for refusal, the 
Officer should consider whether they can reapply.  For example, if there was 
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information to support the application which was available to the Council, but not 
included in the papers provided at the hearing. 

22.28 For, a technical error (as defined by the JP), the form may be remedied without 
going through the internal authorisation process again.  The Officer may then 
wish to reapply for judicial approval once those steps have been taken.  

22.29 Refuse to approve or renew and quash the authorisation.  This applies where the 
JP refuses to approve or renew the authorisation and decides to quash the 
original authorisation.  However, the court must not exercise its power to quash 
the authorisation unless the applicant has had at least two business days from 
the date of the refusal in which to make representations.  If this is the case the 
Officer will inform the Legal Department who will consider whether to make any 
representations.  

22.30 The JP will record their decision on the order section of the judicial 
application/order form.  The court administration will retain a copy of the 
Council’s RIPA application and authorisation form and the judicial 
application/order form.  The Officer will retain the original authorisation and a 
copy of the judicial application/order form. 

22.31 The Council may only appeal a JP decision on a point of law by judicial review. If 
such a concern arises, the Legal Department will decide what action if any 
should be taken. 

22.32 POST COURT PROCEDURE 

 
22.33 It will be necessary to work out the cancellation date from the date of approval 

and ensure that the applicant and the AO are aware.  The original application 
and the copy of the judicial application/order form should be forwarded to the 
RIPA Coordinator.  A copy will be retained by the applicant and if necessary by 
the AO.  The Central Register of Authorisations will be updated with the relevant 
information to comply with the Codes of Practice and the original documents filed 
and stored securely. 

22.34 Where dates are set within the process such as reviews, they must be adhered 
to.  This will help with demonstrating that the process has been managed 
correctly in line with the Codes of Practice. 

22.35 MANAGEMENT OF THE ACTIVITY 

 
22.36 All RIPA activity will need to be managed by all the persons involved in the 

process.  It is important that all those involved in undertaking directed 
surveillance activities are fully aware of the extent and limits of the authorisation.   
There should be an ongoing assessment of the need for the continued activity, 
including ongoing assessments of the intrusion.  All material obtained including 
evidence should be stored in line with relevant legislation and procedures to 
safeguard its integrity and reduce a risk of challenge. (See use of material as 
evidence) 

22.37 REVIEWS 

 
22.38 When an application has been authorised and approved by a JP, regular reviews 

must be undertaken by the AO to assess the need for the surveillance to 
continue.  

22.39 In each case the AO should determine at the outset how often a review should 
take place.  This should be as frequently as is considered necessary and 
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practicable.  Particular attention is drawn to the need to review authorisations 
frequently where the surveillance provides a high level of intrusion into private life 
or significant collateral intrusion, or may obtain confidential information.  Review 
periods will be recorded on the application form and the decision will be based on 
the circumstances of each application.  However, reviews should be conducted 
at least monthly to ensure that the activity is managed.  It will be important for the 
AO to be aware of when reviews are required following an authorisation, to 
ensure timely submission of the review form. 

22.40 Applicants are responsible for submitting a review form by the date set by the 
AO.  They should also use a review form for any changes in circumstances to the 
original application which would comprise a change to the level of intrusion so 
that the requirement to continue the activity can be reassessed.  The applicant 
does not have to wait until the review date if it is being submitted for a change in 
circumstances.  If the circumstances or the objectives have changed 
considerably, or the techniques to be used are now different, a new RIPA 
application form should be submitted and the process followed to obtain approval 
by a JP. 

22.41 Line managers should also make themselves aware of the required review 
periods to ensure that the relevant forms are completed on time. 

22.42 The reviews are dealt with internally by submitting the review form to the AO.  
There is no requirement for a review form to be submitted to a JP. 

22.43 The results of a review should be recorded on the Central Record of 
Authorisations.   

22.44 RENEWAL 

 
22.45 A renewal form is to be completed by the applicant when the original 

authorisation period is about to expire but directed surveillance or the use of a 
CHIS is still required.  

22.46 Renewals must be approved by a JP.    

22.47 Applications for renewals should not be made until shortly before the original 
authorisation period is due to expire but the applicant must take account of 
factors which may delay the renewal process (e.g. intervening weekends or the 
availability of the relevant AO and a JP to consider the application). 

22.48 The applicant should complete all the sections within the renewal form and 
submit the form to the AO for consideration.   

22.49 AOs should examine the circumstances with regard to necessity, proportionality 
and the collateral intrusion issues before making a decision to renew the activity.  
A CHIS application should not be renewed unless a thorough review has been 
carried out covering the use made of the source, the tasks given to them and 
information obtained.  The AO must consider the results of the review when 
deciding whether to renew or not.  The review and the consideration must be 
documented. 

22.50 If the AO refuses to renew the application, the cancellation process should be 
completed.  If the AO authorises the renewal of the activity, the same process is 
to be followed as for the initial application whereby approval must be sought from 
a JP. 

22.51 A renewal takes effect on the day on which the authorisation would have ceased 
and lasts for a further period of three months.  
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22.52 CANCELLATION 

 
22.53 The cancellation form is to be submitted by the applicant or another investigator 

in their absence.  The AO who granted or last renewed the authorisation must 
cancel it if they are satisfied that the directed surveillance no longer meets the 
criteria upon which it was authorised.  Where the AO is no longer available, this 
duty will fall on the person who has taken over the role of AO or the person who 
is acting as AO. 

22.54 As soon as the decision is taken that directed surveillance should be 
discontinued, the applicant or other IO involved in the investigation should inform 
the AO.  The AO will formally instruct the IO to cease the surveillance, noting the 
time and date of their decision.  This will be required for the cancellation form. 
The date and time when such an instruction was given should also be recorded 
in the Central Record of Authorisations. 

22.55 The IO submitting the cancellation should complete in detail the relevant sections 
of the form and include the period of surveillance and also detail if any images 
were obtained, particularly any images containing third parties.  The AO should 
then take this into account and issue instructions regarding the management and 
disposal of the images. See section below; Safeguarding and the Use of 
Surveillance Material. 

22.56 The cancellation process should also be used to evaluate whether the objectives 
have been achieved and whether the applicant acted within the authorisation.  
This check will form part of the oversight function.  Where issues are identified, 
they will be brought to the attention of the Line Manager and the SRO.  

22.57 When cancelling a CHIS authorisation an assessment of the welfare and safety 
of the source should be assessed, and any issues identified and reported as 
above. 

23. SURVEILLANCE OUTSIDE OF RIPA 

23.1 As previously detailed, amendments to the Regulation of Investigatory Powers 
(Directed Surveillance and Covert Human Intelligence Sources) Order 2010 
mean that Councils can now only grant an authorisation under RIPA where the 
Council is investigating criminal offences which attract a maximum custodial 
sentence of at least six months or criminal offences relating to the underage sale 
of alcohol or tobacco.   

23.2 As a result of the changes in legislation, it is envisaged that surveillance may be 
required which falls outside of RIPA (for example in the case of anti-social 
behaviour disorders which do not attract a maximum custodial sentence of at 
least six months imprisonment).   

23.3 As stated, conducting surveillance outside of RIPA is not fundamentally unlawful, 
however in order for the Council to defend claims that they have breached an 
individual’s right to privacy under the HRA the Council needs to demonstrate that 
their actions were justified in the circumstances of the case.  It is therefore the 
Council’s policy that, in order to undertake surveillance that falls outside of RIPA, 
Officers will follow the same initial process as when they are making an 
application for authorisation under RIPA.  The IO must complete a Non-RIPA 
application form that is authorised by an AO and the application will be lodged 
with and monitored by the RIPA Coordinator.  The AO will need to be satisfied 
that the actions are necessary and proportionate and give due consideration to 
any collateral intrusion.  The Non-RIPA authorisation form is available from the 
RIPA Coordinator.  The procedure for review and renewal of the surveillance 
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application will be the same, however there is no requirement/ability to obtain 
authorisation from a JP. 

23.4 Non-RIPA surveillance also includes staff surveillance in serious disciplinary 
investigations.  Any surveillance of staff must be formally recorded on the Non-
RIPA surveillance application form and authorised by the AO in consultation with 
the RIPA Coordinator.  The review of staff usage of the internet and e-mail would 
also not fall under RIPA.  This surveillance outside of RIPA must however be 
compliant with any Council Policies with regard to monitoring at work and 
business practices legislation and should also consider ICO guidance in relation 
to surveillance of staff.  Surveillance of staff should only be carried out in 
exceptional circumstances. 

23.5 The RIPA codes also provide guidance that authorisation under RIPA is not 
required for the following types of activity:   

 General observations that do not involve the systematic surveillance of an 
individual or a group of people and should an incident be witnessed the 
Officer will overtly respond to the situation.  

 Use of overt CCTV and Automatic Number Plate Recognition systems. 

 Surveillance where no private information is likely to be obtained. 

 Surveillance undertaken as an immediate response to a situation. 

 Covert surveillance not relating to criminal offence which carries a 
maximum sentence of 6 months imprisonment and does not relate to the 
sale of alcohol or tobacco to children (surveillance outside of RIPA). 

 The use of a recording device by a CHIS in respect of whom an 
appropriate use or conduct authorisation has been granted permitting them 
to record any information in their presence. 

 The covert recording of noise where the recording is of decibels only or 
constitutes non-verbal noise (such as music, machinery or an alarm), or the 
recording of verbal content is made at a level which does not exceed that 
which can be heard from the street outside or adjoining property with the 
naked ear.  In the latter circumstance, the perpetrator would normally be 
regarded as having forfeited any claim to privacy.  In either circumstance 
this is outside of RIPA. 

24. SAFEGUARDING AND THE USE OF SURVEILLANCE MATERIAL 

24.1 This section provides guidance on the procedures and safeguards to be applied 
in relation to the handling of any material obtained through directed surveillance 
or CHIS activity.  This material may include private, confidential or legally 
privileged information.  

24.2 AUTHORISED PURPOSE 

 
24.3 Dissemination, copying and retention of material must be limited to the minimum 

necessary for authorised purposes (for CHIS activity, this is 5 years and for 
surveillance activity, this is 3 years).  For the purposes of the Code this is defined 
as follows:- 

 It is, or is likely to become, necessary for any of the statutory purposes set 
out in the RIPA in relation to covert surveillance or CHIS activity;  
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 It is necessary for facilitating the carrying out of the functions of public 
authorities under RIPA;  

 It is necessary for facilitating the carrying out of any functions of the 
Commissioner or the Investigatory Powers Tribunal;  

 It is necessary for the purposes of legal proceedings; or  

 It is necessary for the performance of the functions of any person by or 
under any enactment.  

24.1 USE OF MATERIAL AS EVIDENCE  

 
24.2 Material obtained through directed surveillance, may be used as evidence in 

criminal proceedings.  The admissibility of evidence is governed primarily by the 
common law, the Criminal Procedure and Investigations Act 1996 (CPIA), the 
Civil Procedure Rules, section 78 of the Police and Criminal Evidence Act 1984 
and the Human Rights Act 1998.  

24.3 Ensuring the continuity and integrity of evidence is critical to every prosecution. 
Accordingly, considerations as to evidential integrity are an important part of the 
disclosure regime under the CPIA and these considerations will apply to any 
material acquired through covert surveillance that is used in evidence.  When 
information obtained under a covert surveillance authorisation is used 
evidentially, the Council must be able to demonstrate how the evidence has been 
obtained, to the extent required by the relevant rules of evidence and disclosure.  

24.4 Where the product of surveillance could be relevant to pending or future criminal 
or civil proceedings, it should be retained in accordance with established 
disclosure requirements.  In a criminal case the codes issued under CPIA will 
apply.  They require that the investigator record and retain all relevant material 
obtained in an investigation and later disclose relevant material to the 
prosecuting solicitor.  They in turn will decide what is disclosed to the defence 
solicitor. 

24.5 There is nothing in RIPA which prevents material obtained under directed or 
intrusive surveillance authorisations from being used to further other 
investigations.  

24.6 HANDLING AND RETENTION OF MATERIAL 

 
24.7 All material associated and obtained with an application will be subject to the 

provisions of all data protection legislation and regulations and CPIA Codes of 
Practice and to any Council Policies with regard to data retention and security.  
All Officers involved within this process should make themselves aware of the 
provisions within this legislation and how it impacts on the RIPA process.  
Material obtained together with relevant associated paperwork should be held 
securely.  Extra care needs to be taken if the application and material relates to a 
CHIS. 

24.8 Material required to be retained under CPIA should be retained until a decision is 
taken whether to institute proceedings against a person for an offence or if 
proceedings have been instituted, at least until the accused is acquitted or 
convicted or the prosecutor decides not to proceed with the case. 

24.9 Where the accused is convicted, all material which may be relevant must be 
retained at least until the convicted person is released from custody, or six 
months from the date of conviction, in all other cases. 
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24.10 If the court imposes a custodial sentence and the convicted person is released 
from custody earlier than six months from the date of conviction, all material 
which may be relevant must be retained at least until six months from the date of 
conviction. 

24.11 If an appeal against conviction is in progress when the convicted person is 
released, or at the end of the period of six months, all material which may be 
relevant must be retained until the appeal is determined. 

24.12 Retention beyond these periods must be justified under data protection 
legislation and regulations. AOs, through the Council’s Data Controller, must 
ensure compliance with the appropriate Data Protection requirements and any 
relevant internal arrangements produced by the Council relating to the handling 
and storage of material. 

24.13 DISSEMINATION OF INFORMATION 

 
24.14 It may be necessary to disseminate material acquired through the RIPA covert 

activity within the Council or with other Councils or agencies, including the Police.  
The number of persons to whom any of the information is disclosed, and the 
extent of disclosure, should be limited to the minimum necessary.  It must also be 
in connection with an authorised purpose as set out above.  It will be necessary 
to consider exactly what and how much information should be disclosed.  Only so 
much of the material may be disclosed as the recipient needs; for example, if a 
summary of the material will suffice, no more than that should be disclosed. 

24.15 The obligations apply not just to the Council as the original authority acquiring the 
information, but also to anyone to whom the material is subsequently disclosed.  
In some cases, this will be achieved by requiring the latter to obtain permission 
from the Council before disclosing the material further. It is important that the 
Officer in Charge (OIC) of the enquiry considers these implications at the point of 
dissemination to ensure that safeguards are applied to the data. 

24.16 A record will be maintained justifying any dissemination of material.  If in doubt, 
seek legal advice. 

24.17 STORAGE 

 
24.18 Material obtained through covert surveillance, and all copies, extracts and 

summaries of it, must be handled and stored securely, so as to minimise the risk 
of loss.  It must be held so as to be inaccessible to persons who are not required 
to see the material (where applicable).  This requirement applies to all those who 
are responsible for the handling of the material.  It will be necessary to ensure 
that an appropriate security clearance regime is in place to safeguard the 
material whether held electronically or physically.  

24.19 COPYING 

 
24.20 Material obtained through covert surveillance may only be copied to the extent 

necessary for the authorised purposes set out above.  Copies include not only 
direct copies of the whole of the material, but also extracts and summaries which 
identify themselves as the product of covert surveillance, and any record which 
refers to the covert surveillance and the identities of the persons to whom the 
material relates. 

24.21 In the course of an investigation, the Council must not act on or further 
disseminate legally privileged items unless it has first informed the IPC that the 
items have been obtained.  
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24.22 DESTRUCTION 

 
24.23 Information obtained through covert surveillance, and all copies, extracts and 

summaries which contain such material, should be scheduled for deletion or 
destruction and securely destroyed as soon as they are no longer needed for the 
authorised purpose(s) set out above.  If such information is retained, it should be 
reviewed at appropriate intervals to confirm that the justification for its retention is 
still valid.  In this context, destroying material means taking such steps as might 
be necessary to make access to the data impossible. 

25. ERRORS 

25.1 Proper application of the surveillance provisions in the RIPA codes and this 
Policy should reduce the scope for making errors. 

25.2 RELEVANT ERROR 

 
25.3 An error must be reported if it is a “relevant error”. A relevant error is any error 

by the Council in complying with any requirements that are imposed on it by any 
enactment which are subject to review by a Judicial Commissioner. This would 
include compliance by public authorities with Part II of RIPA. 

25.4 Examples of relevant errors occurring would include circumstances where: 

 Surveillance activity has taken place without lawful authorisation. 

 There has been a failure to adhere to the safeguards set out in the relevant 
statutory provisions and Chapter 9 of the Surveillance Codes of Practice 
relating to the safeguards of the material. 

25.5 Errors can have very significant consequences on an affected individual’s rights. 
All relevant errors made by the Council must be reported to the Investigatory 
Powers Commissioner as soon as reasonably practicable, and a full report no 
later than ten working days after the error is discovered.  The report should 
include information on the cause of the error; the amount of surveillance 
conducted, and material obtained or disclosed; any unintended collateral 
intrusion; any analysis or action taken; whether any material has been retained or 
destroyed; and a summary of the steps taken to prevent recurrence. 

25.6 SERIOUS ERRORS 

 
25.7 The Investigatory Powers Commissioner must inform a person of any relevant 

error relating to that person if the Commissioner considers that the error is a 
serious error and that it is in the public interest for the person concerned to be 
informed of the error.  The Commissioner may not decide that an error is a 
serious error unless they consider that the error has caused significant prejudice 
or harm to the person concerned.  The fact that there has been a breach of a 
person’s convention rights (within the meaning of the HRA) is not sufficient by 
itself for an error to be a serious error.  

25.8 It is important that all staff involved in the RIPA process report any issues, so 
they can be assessed as to whether it constitutes an error which requires 
reporting. 
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26. COMPLAINTS 

26.1 The Investigatory Powers Tribunal (IPT) has jurisdiction to investigate and 
determine complaints against the Council’s use of investigatory powers, including 
those covered by this code.  Any complaints about the use of powers as 
described in this code should be directed to the IPT.  

26.2 Complaints should be addressed to: 
The Investigatory Powers Tribunal 
PO Box 33220 
London 
SWIH 9ZQ 
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1. INTRODUCTION 

1.1. The Investigatory Powers Act 2016 (IPA) governs how law enforcement agencies use 
the investigatory powers available to them, in relation to the lawful acquisition of 
Communications Data (CD). The IPA provides unprecedented transparency and 
substantial privacy protection, strengthening safeguards and introducing oversight 
arrangements. It also introduces a powerful new Investigatory Powers Commission 
(IPC) to oversee how these powers are used.  

1.2. The powers provided by the Regulation of Investigatory Powers Act 2000 (RIPA) 
allowed the Council to obtain CD from Communications Service Providers (CSPs) in 
connection with criminal investigations.  

1.3. The IPA extends the range of data Councils are able to request from providers but 
ensures independent authorisation for the acquisition through the new Office for 
Communications Data Authorisations (OCDA). However, it continues only to be a 
justifiable interference with an individual’s human rights if such conduct is authorised, is 
both necessary and proportionate, and is in accordance with the law. 

1.4. All applications for CD must be made via an Accredited Officer known as a Single Point 
of Contact (SPoC) who has passed a Home Office approved course.  All Councils must 
use the National Anti-Fraud Network (NAFN) as their SPoC.  Therefore, all applications 
to access CD will be made through NAFN via their online application service. 

1.5. The introduction of OCDA means the acquisition of CD by Council officers no longer 
requires judicial approval. 

1.6. These powers should not be confused with any Policy and practices with regard to 
monitoring under the lawful business practices legislation.  This latter legislation relates 
to the monitoring of the Council’s own communication and computer systems. 

2. SCOPE OF POLICY   

2.1. This Policy sets out the Council’s procedures and approach for obtaining and handling 
CD for the purposes of preventing or detecting crime or of preventing disorder; the only 
lawful reasons for Council staff to use IPA legislation to access CD.  

2.2. This Policy should be read in conjunction with the Communications Data Code of 
Practice (COP), currently in draft.  This also creates a system of safeguards, consistent 
with the requirements of Article 8 (rights to privacy) of the Human Rights Act 1998.  
The Codes of Practice are admissible in evidence in criminal and civil proceedings.  

2.3. The draft Code can be obtained using the link detailed below and is available to all 
Council staff involved in the acquisition of CD. 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachme
nt_data/file/757851/Communications_Data_Code_of_Practice.pdf  

2.4. Both this Policy and the COP will be followed at all times and under no circumstances 
should access to CD be sought outside of this guidance. 

2.5. The Council will review and amend this Policy as necessary to ensure that it continues 
to remain compliant and meets legislative requirements and the objectives of the 
Council. 

3. ROLES OF STAFF INVOLVED IN THE PROCESS 

3.1. The process for the acquisition of CD under the IPA requires the following personnel: 
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 Applicant 

 Designated Person (DP) 

 Single Point of Contact (SPoC) 

 OCDA Authorising Individual 

4. APPLICANT 

4.1. The Applicant is a person involved in conducting an investigation or operation who 
makes an application in writing for the acquisition of CD.  The Applicant completes an 
application form, setting out for consideration the necessity and proportionality of a 
specific requirement for acquiring CD.  Prior to the completion of the relevant 
paperwork, it may be advisable for the Applicant to consult with the SPoC at NAFN. 

5. DESIGNATED PERSON 

5.1. The DP is a person of Service Manager level or equivalent within the Council who 
confirms to NAFN that they are aware that an application has been made. They do not 
have any authorising function but are responsible for the integrity of the process in 
place and the overall quality of that process.  

6. SINGLE POINT OF CONTACT 

6.1. The SPoC is either an accredited individual (passed the Home Office course) or a 
group of accredited individuals such as the National Anti-Fraud Network, who are 
trained to facilitate lawful acquisition of CD.  All accredited officers are issued a 
Personal Identification Number (PIN).  Details of all accredited individuals are available 
to Communication Service Providers (CSPs) for authentication purposes. 

6.2. An accredited SPoC promotes efficiency and good practice in ensuring only practical 
and lawful requirements for CD are undertaken.  The SPoC provides objective 
judgement and advice to the Applicant and provides a "guardian and gatekeeper" 
function, ensuring that public authorities act in an informed and lawful manner. 

6.3. As already explained, this Council can only use the services of NAFN as the Council’s 
SPoC.  Therefore, all applications to access CD will be made through NAFN. 

6.4. The SPoC will be in a position to: 

 Engage proactively with Applicants to develop strategies to obtain CD and use it 
effectively in support of operations or investigations; 

 Assess whether the acquisition of specific CD from a CSP is reasonably practical 
or whether the specific data required is inextricably linked to other data; 

 Advise Applicants on the most appropriate method for the acquisition of data 
where the data sought engages a number of CSPs; 

 Advise Applicants on the type of data that can be obtained to meet their 
purposes. 

 Provide assurance to DPs that Authorisations and Notices are lawful under the 
IPA and free from errors; 

 Provide assurance to OCDA that an application has been verified and checked. 
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 Assess whether CD disclosed by a CSP in response to a Notice fulfils the 
requirement of the Notice; 

 Assess whether CD obtained by means of an Authorisation fulfils the requirement 
of the Authorisation; 

 Assess any cost and resource implications to both the Council and the CSP of 
data requirements. 

7. OCDA AUTHORISING INDIVIDUAL 

7.1. The OCDA officer receives the application from the NAFN SPoC and checks the 
application meets the necessary criteria before authorising or rejecting and issuing a 
Decision Document. NAFN will retain the original of all the documents.  These will be 
retained within the on-line portal.  Copies of the documents must be retained by the 
Applicant, DP or within the relevant department for inspection by the IPC and for audit, 
filing and disclosure purposes under the Criminal Procedures Investigation Act 1996.  
(OCDA will only hold the applications and Decision Documents for a limited period of 
time due to the degree of sensitivity and risk arising from the accumulation of these 
documents in a central database.) 

8. WHAT IS COMMUNICATIONS DATA  

8.1. CD does not include the content of any communication.  It is not lawfully possible for 
Council employees under any circumstances to obtain the content of communications.   

8.2. The term ‘CD’ embraces the ‘who’, ‘when’ and ‘where’ of a communication but not the 
content - not what was said or written.  It includes the manner in which, and by what 
method, a person or machine communicates with another person or machine. It 
excludes what they say or what data they pass on within a communication including 
text, audio and video 

8.3. CD can include the address to which a letter is sent, the time and duration of a 
communication, the telephone number or email address of the originator and recipient, 
and the location of the device from which the communication was made. It covers 
electronic communications including internet access, internet telephony, instant 
messaging and the use of applications. It also includes postal services.  

8.4. CD is generated, held or obtained in the provision, delivery and maintenance of 
communications services – i.e. postal services or telecommunications services.  

8.5. Where the provision of a communication service engages a number of providers, the 
SPoC will determine the most appropriate plan for acquiring the data. 

8.6. When enquiries regarding CD are being considered within an investigation, it may be 
advisable that Applicants seek advice and guidance from the SPoC at NAFN.  The 
RIPA Coordinator /DP within the Counter Fraud Unit can provide contact details. 

9. COMMUNICATIONS DATA DEFINITIONS 

9.1. The IPA introduces new terminology for CD – Entity Data and Events Data 

9.2. Entity Data describes the ‘who’ involved in the communication – the subscriber and the 
links between different entities or communicators. Entities could be individuals, groups 
and objects (such as mobile phones or other communications devices). 

9.3. Examples of entity data requests include:  
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 Subscriber checks, such as who is the subscriber of phone number 01234 567 
890? 

 Who is the account holder of e-mail account example@example.co.uk? 

 Who is entitled to post to web space www.example.co.uk? 

 Subscribers’ or account holders’ account information, including names and 
addresses for installation, and billing including payment method(s), details of 
payments e.g. for pre-paid mobiles. 

 Information about the connection, disconnection and reconnection of services to 
which the subscriber or account holder is allocated or has subscribed (or may 
have subscribed) including conference calling, call messaging, call waiting and 
call barring telecommunications services. 

 Information about apparatus or devices used by, or made available to, the 
subscriber or account holder, including the manufacturer, model, serial numbers 
and apparatus codes. 

 Information about selection of preferential numbers or discount calls. 

9.4. Event Data identifies or describes events in relation to a telecommunications system 
which consists of one or more entities engaging in an activity at a specific point or 
points in time – the ‘what, when and where’. For obtaining Event Data there is a 
Serious Crime Threshold (see 19.1) 

9.5.  Examples of events data include, but are not limited to: 

 Information tracing the origin or destination of a communication that is, or has 
been, in transmission (including incoming call records); 

 Information identifying the location of apparatus when a communication is, has 
been or may be made or received (such as the location of a mobile phone);  

 Information identifying the sender or recipient (including copy recipients) of a 
communication from data comprised in or attached to the communication; 

 Routing information identifying apparatus through which a communication is or 
has been transmitted (for example, file transfer logs and e-mail headers – to the 
extent that content of a communication, such as the subject line of an e-mail, is 
not disclosed); 

 Itemised telephone call records (numbers called)12; 

 Itemised internet connection records;  

 Itemised timing and duration of service usage (calls and/or connections); 

 Information about amounts of data downloaded and/or uploaded; 

 Information about the use made of services which the user is allocated or has 
subscribed to (or may have subscribed to) including conference calling, call 
messaging, call waiting and call barring telecommunications services. 

10. POSTAL DEFINITIONS 

10.1. A postal service is a service which involves one or more of the collection, sorting, 
conveyance, distribution and delivery of postal items and where its main purpose is to 
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make available or facilitate the transmission of postal items containing 
communications. CD in relation to a postal service is defined at section 262(3) of the 
IPA and comprises three elements: 

 Postal data which is or has been comprised in or attached to a communication 
for the purpose of the service by which it is transmitted; 

 Data relating to use made by a person of a postal service; 

 Information held or obtained by a postal operator about persons to whom the 
postal operator provides or has provided a communications service and which 
relates to the provision of the service. 

10.2. Postal data is defined in section 262(4) of the IPA and includes specified categories of 
data written on the outside of a postal item. All information on the outside of a postal 
item concerning its postal routing, for example the address of the recipient, the sender 
and the post-mark, is postal data.  

10.3. In the postal context anything included inside a postal, item, which is in transmission, 
will be content. Any message written on the outside of a postal item which is in 
transmission may be content and fall within the scope for the interception of 
communications.  For example, a message written by the sender for the recipient will 
be content but a message written by a postal worker concerning the delivery of the 
postal item will not. All information on the outside of a postal item concerning it’s 
routing, for example the address of the recipient, the sender and the postmark, is 
postal data and will not be content.  

11. WEB BROWSING AND COMMUNICATIONS DATA 

11.1. Web browser software provides one way for users to access web content. When using 
a browser to access the web, a user may enter a web address. These are also referred 
to as uniform resource locators (URLs).  In order to access a webpage over the 
internet, key parts of a URL are normally converted from a web address format to a 
numeric IP address which assists in identifying the host.  Some elements of a URL are 
necessary to route a communication to the intended recipient and are therefore CD.  

11.2. The URL may also contain the port, which is an extended part of the Internet Provider 
(IP) address and the user information – including usernames and authorisations. When 
required to route a communication, the port and user information will be CD.  

12. RELEVANT COMMUNICATIONS DATA 

12.1. A data retention notice under the IPA may only require the retention of relevant CD. 
This is defined at section 87 of the IPA and is a subset of CD.  

It is data which may be used to identify or assist in identifying any of the following: 

 The sender or recipient of a communication; 

 The time or duration of a communication; 

 The type, method or pattern, or fact of a communication; 

 The telecommunication system to or through which a communication is 
transmitted; 

 The location of any such system. 

90



Investigatory Powers Act 2016 
Acquisition of Communications Data Policy 
 

Investigatory Powers Act 2016                                                                                            April 2019 
Acquisition of Communications Data Policy Version 1                                                  Page 9 of 19                                                                                                        

13. INTERNET CONNECTION RECORDS 

13.1. An internet connection record (ICR) is a record of an event held by a 
telecommunications operator about the service to which a customer has connected on 
the internet. An ICR is CD.  

13.2. An ICR will only identify the service that a customer has been using. For example many 
social networking apps on a device maintain persistent connections to a service. Even 
in this case the relevant ICR will signpost the service accessed by the device, enabling 
the authority to make further enquiries of the social networking provider identified.  

13.3. Further detail on the definitions described above and the types of CD that can be 
accessed is available in the COP. 

13.4. The SPoC will provide advice and assistance with regard to the types of data which 
can be lawfully obtained and how that data may assist an investigation. Where an 
applicant is unsure of the category of data they are seeking (entity or events data) or 
what additional types of CD may be retained by a telecommunications operator or 
postal operator for their own business use, the applicant should discuss this with their 
Single Point of Contact (SPoC). 

14. PREPAID MOBILE PHONES 

14.1. Unregistered prepaid mobile phones are common amongst criminals as it allows them 
to avoid detection more easily.  It is possible that a subscriber check will identify a 
number as belonging to one of these devices.  This does not necessarily prevent an 
investigating officer obtaining useful information.  The Applicant can ask for further 
information about the subscriber under section 21(4)(c), including top-up details, 
method of payment, the bank account used or customer notes etc.  

14.2. So as to allow for the widening of the data capture, the Applicant should outline in their 
original application that further information will be required if the phone turns out to be 
prepaid, this information could be requested in two stages.  Firstly, asking for the 
subscriber details and then, if this turns out to be an unregistered prepaid phone, 
asking for the further information. 

14.3. The information that is received can then be developed to try to obtain further 
information about the user of the phone.  Solution Providers such as EasyPay, EPay 
etc. are the third parties involved in the transaction of credit placed on a mobile phone.  
If a Solution Provider is provided with the mobile telephone number, the transaction 
date and the transaction number, they are often able to provide the method of payment 
and the location of the top-up.  Solution Providers are not CSPs and therefore they 
cannot be issued with a Notice under the IPA; instead the data can be applied for 
under the Data Protection Act via the SPoC.  

15. WHO CAN COMMUNICATIONS DATA BE OBTAINED FROM?  

15.1. CD can be obtained from a Communications Service Provider (CSP). A CSP is an 
operator who provides a postal service such as Royal Mail or telecommunications 
service, such as the usual telephone service providers.  However, there may be less 
obvious companies which may be classed as a CSP.  The SPoC at NAFN will 
determine which CSP they will contact to obtain the data on behalf of the Applicant.  
However, any intelligence obtained which establishes which CSP may provide the data 
should be included within the application or by notifying the SPoC. 
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16. LAWFUL REASONS TO ACCESS COMMUNICATIONS DATA 

16.1. As mentioned earlier the Council’s only lawful reasons to access CD is for the purpose 
of preventing or detecting crime or of preventing disorder. 

16.2. Detecting crime includes establishing by whom, for what purpose, by what means and 
generally in what circumstances any crime was committed, the gathering of evidence 
for use in any legal proceedings and the apprehension of the person (or persons) by 
whom any crime was committed. 

16.3. The Council can only lawfully process and consider applications to access CD on 
behalf of the Council. Under no circumstances will applications be accepted for outside 
authorities/agencies.  However, it may be necessary during joint investigations to 
obtain CD; in these circumstances the Council can only apply for data which it would 
usually be allowed to access. It should be clear in the investigation Policy log that it is a 
joint investigation as it may have to be justified to a Court or Tribunal. 

16.4. Staff must not apply on behalf of any third parties who do not have lawful authority to 
obtain CD. Should an organisation make such an approach this must be reported to the 
Senior Responsible Officer (SRO) who has the responsibility for the Council’s working 
practices in relation to obtaining CD.  

16.5. Where the Council is contracted to undertake work on behalf of a third party, CD may 
be obtained if the Council is the investigating and prosecuting body. 

17. USING OTHER POWERS  

17.1. The IPA is the primary legislation for the acquisition of CD and should always be the 
first option considered due to the rigorous and independent assessment and 
authorisation process. 

18. INTERNAL INVESTIGATIONS   

18.1. The Codes state ‘where an investigation relates to an allegation of criminal conduct by 
a member of a public authority, that public authority (or another public authority 
appointed to investigate the complaint) may use their powers under Chapter II to obtain 
CD for the purpose of preventing and detecting the alleged or suspected crime where 
the investigating officer intends the matter to be subject of a prosecution within a 
criminal court. Should it be determined there are insufficient grounds to continue the 
investigation or insufficient evidence to initiate a prosecution within a criminal court, it 
will, with immediate effect, no longer be appropriate to obtain CD under the Act’. 

18.2. If CD is sought in connection with officers of the Council committing crimes against the 
Council, it is important that the enquiry is a genuine criminal investigation with a view to 
proceeding criminally as opposed to just a disciplinary matter. Advice may be required 
from the Council’s Legal section if this arises. 

19. SERIOUS CRIME THRESHOLD 

19.1. With effect from 1st November 2018 the IPA introduced a new Serious Crime Threshold 
to applications for CD. This means the Council may only acquire Events Data where 
the crime can be defined as a serious crime.  Where the crime cannot be defined as 
serious, only Entity Data may be obtained. 
 

19.2. The following definitions of serious crime apply: 
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 An offence that is capable of attracting a prison sentence of 12 months or more; 

 An offence by a person who is not an individual (i.e. a corporate body); 

 An offence falling within the definition of serious crime in section 263(1)of the IPA 
(i.e. where the conduct involves the use of violence, results in substantial 
financial gain or is by a large number of persons in pursuit of a common 
purpose); 

 An offence which involves, as an integral part of it, the sending of a 
communication; 

 An offence which involves, as an integral part of it a breach of a person’s privacy. 

20. NECESSITY AND PROPORTIONALITY 

20.1. The COP states the acquisition of CD under the IPA will be a justifiable interference 
with an individual’s human rights under Article 8 Right to Privacy, only if the conduct 
being authorised or required to take place is both necessary and proportionate and in 
accordance with law. 

20.2. Below is guidance to assist Applicants with factors that impact on necessity and 
proportionality.  

21. NECESSITY 

21.1. In order to justify the application is necessary, the Applicant needs as a minimum to 
consider three main points: 

1. The event under investigation, such as a crime or disorder offence; 

2. The person, such as a suspect, witness or missing person and how they are 
linked to the event; 

3. The Communication Data, such as a telephone number or IP address, and how 
this data is related to the person and the event. 

21.2. In essence, necessity should be a short explanation of 1) the event, 2) the person 
and 3) the CD and how these three link together.  The application must establish a 
link between the three aspects to be able to demonstrate the acquisition of CD is 
necessary for the statutory purpose specified. 

21.3. Necessity does not entail explaining ‘what will be achieved by acquiring the data’ or 
‘why specific time periods have been requested’, these points are relevant to 
proportionality and should be covered in the relevant section to stop repetition. 

22. PROPORTIONALITY 

22.1. Applicants should include an outline of how obtaining the data will benefit the 
investigation or operation. If more than one item of data is being sought, the relevance 
of the additional data should be explained. 

22.2. This outline should include an explanation of how the level of intrusion is justified when 
taking into consideration the benefit the data will give to the investigation.  This 
justification should include confirmation that relevant less intrusive investigations have 
already been undertaken where possible.  For example, the subscriber details of a 
phone number may be obtained from online enquiries or other publicly available 
sources. 
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22.3. The relevance of any time periods requested must be explained, outlining how these 
periods are proportionate to the event under investigation.  The two basic questions 
are: 

 What are you looking for in the data to be acquired and; 

 If the data contains what you are looking for, what will be your next course of 
action? 

22.4. Particular consideration should be given to any periods of days or shorter periods of 
time which might achieve the objective. They should specify the shortest period in 
which the objective for which the data is sought can be achieved. To do otherwise will 
impact on the proportionality of the Authorisation or Notice and impose unnecessary 
burden upon a CSP. 

22.5. An explanation as to how CD once acquired will be used, and how it will benefit the 
investigation or operation will enable the Applicant to set out the basis of 
proportionality. 

22.6. An explanation of the proportionality of the application should include a consideration 
of the rights (particularly to privacy and, in relevant cases, freedom of expression) of 
the individual and a balancing of these rights against the benefit to the investigation. 

22.7. An examination of the proportionality of the application should also involve 
consideration of possible unintended consequences and, when relevant this should be 
noted.  Unintended consequences of an application are outcomes that are not intended 
by the application.    

23. COLLATERAL INTRUSION 

23.1 Consideration of collateral intrusion forms part of the proportionality considerations and 
becomes increasingly relevant when applying for Events Data.  Applications should 
include details of what collateral intrusion may occur and how the time periods 
requested impact on the collateral intrusion. 

23.2 The question to be asked is ‘Will the data set to be acquired result in collateral intrusion 
to persons outside the line of enquiry the data is being obtained for?’  For example, 
itemised billing on the subject's family home will be likely to contain calls made by the 
family members. 

23.3 Applicants should not write about a potential or hypothetical ‘error’ and if the Applicant 
cannot identify any meaningful collateral intrusion, that factor should be recorded in the 
application i.e. ‘none identified’. 

23.4 It is accepted that for a straight forward subscriber check there will be no meaningful 
collateral intrusion. 

24. THE TWO WAYS OF OBTAINING COMMUNICATIONS DATA  

24.1. The legislation provides two different methods of acquiring CD (see below).  The SPoC 
at NAFN will be responsible for deciding the process for obtaining the data required 
and passing responses from the service provider to the Council. 

24.2. The two methods are: 
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 Authorisation of conduct, or 

 Authorisation to give a Notice 

24.3. An authorisation of conduct to acquire CD may be appropriate where, for example:  

 there is an agreement in place between a public authority and a 
telecommunications operator or postal operator to facilitate the secure and swift 
disclosure of CD. Many telecommunications operators and postal operators have 
auditable acquisition systems in place to ensure accurate and timely acquisition 
of CD, while maintaining security and an audit trail;  

 where the data can be acquired directly from a telecommunication system and 
the activity does not constitute interception or equipment interference; or  

 a public authority considers there is a requirement to identify a person to whom a 
service is provided but the specific telecommunications operator or postal 
operator has yet to be conclusively determined as the holder of the CD.  

An authorisation to give a notice may be appropriate where a telecommunications 
operator or postal operator is known to be capable of disclosing (and, where 
necessary, obtaining) the CD  

25. THE APPLICATION PROCESS  

25.1. From April 2019 the IPA removes the requirement to obtain judicial approval. 
Applications will only require Independent Authorisation. 

25.2. Prior to an Applicant applying for CD, they should contact a SPoC at NAFN who will be 
in a position to advise them regarding the obtaining and use of CD within their 
investigation.  This will reduce the risk of the Applicant applying for data which they are 
not able to obtain. It will also assist the Applicant to determine their objectives and 
apply for the most suitable data for those circumstances.   

25.3. The Council will use the automated application process provided by NAFN. This 
automated service contains the relevant documentation for the Applicant to complete 
the relevant forms. 

25.4. To use the system, Applicants and the DP have to individually register on the NAFN 
website - www.nafn.gov.uk.   A number of departments within the Council have 
contributed towards the NAFN annual membership fee; therefore an Applicant needs to 
confirm with their Line Manager that they are allowed to register.  Should you have any 
queries, please contact the Counter Fraud Unit. 

25.5. With regard to shared services, the Council on whose behalf the request is being made 
must be a member of NAFN and the request made via login details for that Council.  
Applicants and DPs cannot make use of one Council’s membership to obtain any 
information on behalf of another.  Login details will be necessary for each Council that 
an individual is employed by or works on behalf of. 

25.6. The online application form, once completed by the Applicant will be forwarded 
electronically to a SPoC at NAFN who will then perform their responsibilities and if 
required they will contact the Applicant regarding the contents of the application form. 
The SPoC at NAFN will obtain confirmation from the nominated DP that they are aware 
of the application before proceeding. 
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25.7. The SPoC confirms that the Council is permitted to use the recorded statutory purpose 
and determines the conduct to satisfy the Council’s need (the type of data that is 
required). If event data is required the SPoC checks the Applicant has recorded a 
description of the offence(s) and a justification for the seriousness of the offence(s) 

25.8. The SPoC can return the application to the Council for a re-work if it does not meet the 
necessary criteria. 

25.9. Once approved the SPoC refers the application to OCDA for authorisation. OCDA then 
return the application to NAFN for the SPoC to obtain the authorised data from the 
CSP. 

25.10. If the OCDA officer rejects the application it can be returned to the applicant for a re-
work.  

26. TIME SCALES 

26.1. A new Operational Prioritisation has been introduced to enable NAFN to convey to 
OCDA the operational urgency for the acquisition of data and ensure it is appropriately 
triaged and handled to meet these demands. 

26.2. Operational Prioritisation is categorised in Priority Levels 1-4 and for each Priority 
rating there is an expected Service response time. 

26.3. The Council will generally be submitting requests that are Priority Level 4 – Routine- for 
which the response should be within 4 working days or 60 working hours.  

27. APPLICATION FORM  

27.1. The Applicant will complete an application form setting out for consideration the 
necessity and proportionality of a specific requirement for CD. 

 An application to acquire CD must:  

 describe the CD required, specifying, where relevant, any historic or future 
date(s) and, where appropriate, time period(s);  

 specify the purpose for which the data is required, by reference to a statutory 
purpose under the Act;  

 include a unique reference number;  

 include the name and the office, rank or position held by the person making the 
application;  

 describe whether the CD relates to a victim, a witness, a complainant, a suspect, 
next of kin, vulnerable person or other person relevant to the investigation or 
operation;  

 identify and explain the time scale within which the data is required;  

 explain why the acquisition of that data is considered necessary and 
proportionate to what is sought to be achieved by acquiring it;  

 present the case for the authorisation in a fair and balanced way. In particular, all 
reasonable efforts should be made to take account of information which supports 
or weakens the case for the authorisation;  
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 consider and, where appropriate, describe any meaningful collateral intrusion – 
the extent to which the rights of any individual not under investigation may be 
infringed and why that intrusion is justified in the circumstances;  

 consider and, where appropriate, describe any possible unintended 
consequences of the application; and  

 where data is being sought from a telecommunications operator or postal 
operator, specify whether the telecommunications operator or postal operator 
may inform the subject(s) of the fact that an application has been made for their 
data  

 include the operation name (if applicable) to which the application relates;  

28. URGENT ORAL AUTHORISATION 

28.1. There is no provision within the legislation for the Council to orally provide authority to 
obtain CD.  All requests will be made in writing on the NAFN portal and require 
authorisation from a DP. 

29. ERRORS 

29.1. There is a requirement to record or in some instances report to IPCO errors that occur 
when accessing CD. The thorough checking of operating procedures, including the 
careful preparation and checking of applications, Notices and Authorisations, should 
reduce the scope for making errors.  Attention to detail will be required by all persons 
involved in the process. 

29.2. Reporting and recording of errors will draw attention to those aspects of the process of 
acquisition and disclosure of CD that require further improvement to eliminate errors 
and the risk of undue interference with any individual’s rights.  Therefore, the SPoC or 
other persons involved in the process should bring to the immediate attention of the 
SRO either a recordable error or a reportable error and the necessary action can then 
be taken in line with the COP. 

29.3. Where material is disclosed by a CSP in error, which has no connection or relevance to 
any investigation or operation undertaken by the public authority receiving it, that 
material and any copy of it should be destroyed as soon as the report to the 
Commissioner has been made. 

29.4. An error can only occur after: 

 The granting of an Authorisation and the acquisition of data has been initiated, or 

  Notice has been given and the Notice has been served on a CSP in writing, 
electronically or orally. 

29.5. It is important to apply the procedures correctly to reduce the risk of an error occurring. 
Where any error occurs, a record will be kept. 

29.6. There are two types of errors: 

 Reportable 

 Recordable 
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30. REPORTABLE ERROR 

30.1. Where CD is acquired or disclosed wrongly a report must be made to the IPCO.  Such 
errors can have very significant consequences on an affected individual’s rights with 
details of their private communications being disclosed to a public authority and, in 
extreme circumstances, being wrongly detained or wrongly accused of a crime as a 
result of that error.   

30.2. Examples can include: 

 An Authorisation or Notice made for a purpose, or for a type of data which the 
relevant public authority cannot call upon or seek, under the Act; 

 Human error, such as incorrect transposition of information from an application to 
an Authorisation or Notice; 

 Disclosure of the wrong data by a CSP when complying with a Notice; 

 Acquisition of the wrong data by a public authority when engaging in conduct 
specified in an Authorisation; 

30.3. Any reportable error must be reported to the SRO as soon as it is identified and then a 
report will be made to the IPCO within five working days.  The report must contain the 
unique reference number of the Notice and details of the error, plus an explanation how 
the error occurred and indicate whether any unintended collateral intrusion has taken 
place. It will also provide an indication of the steps that will take place to prevent a 
reoccurrence.  The ‘reporting an error by accredited SPoC form’ (CD5) should be used 
for this purpose. 

30.4. If the report relates to an error made by a CSP, the Authority must still report it.  The 
CSP should also be notified to enable them to investigate the cause. 

31. RECORDABLE ERROR 

31.1. In cases where an error has occurred but is identified by the public authority or the 
CSP without data being acquired or disclosed wrongly, a record will be maintained by 
the Council and NAFN of such occurrences. These records must be available for 
inspection by the IPCO. 

31.2. The staff involved in the process of acquiring CD must report errors once they have 
been identified.  It will not be acceptable for the error to be ignored.   

31.3. Examples can include: 

 A Notice given, which is impossible for a CSP to comply with and an attempt to 
impose the requirement has been undertaken by the public authority; 

 Failure to review information already held, for example unnecessarily seeking the 
acquisition or disclosure of data already acquired or obtained for the same 
investigation or operation, or data for which the requirement to acquire or obtain it 
is known to be no longer valid. 

32. EXCESS DATA 

32.1. Where authorised conduct results in the acquisition of excess data, the excess data 
acquired or disclosed should only be retained by the public authority where appropriate 
to do so – for example in relation to a criminal investigation.  

32.2. Where a public authority is bound by the Criminal Procedure and Investigations Act 
1996 and the IPA Codes of Practice, there will be a requirement to record and retain 
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data which is relevant to a criminal investigation, even if that data was disclosed or 
acquired beyond the scope of a valid authorisation.  

32.3. If having reviewed the excess data, it is intended to make use of the excess data in the 
course of the investigation or operation, an applicant must set out the reason(s) for 
needing to use that material in an addendum to the application upon which the 
authorisation or notice was originally granted or given. The SRO (or a person of 
equivalent grade or authority) will review the data and consider whether it is necessary 
and proportionate for the excess data to be used in the investigation.  

32.4. As with all CD, the requirements of relevant data protection legislation and data 
retention policies should be adhered to in relation to excess data.  

33. RECORD KEEPING AND SECURITY OF DATA  

33.1. All the records and any data obtained must be kept secure and confidential. 

33.2. The Council must retain copies of all Applications, as a printed copy of the online 
application submitted via NAFN, and any other associated documentation where 
copies have been provided by the NAFN SPoC. This will be coordinated by the RIPA 
Coordinating Officer/DP who also holds copies of applications for surveillance as per 
the Council’s overarching RIPA Policy.   

33.3. The copy application records must be available for inspection by the IPCO.  The IPCO 
will also be able to obtain copies direct from NAFN. 

33.4. The SRO will have access to all of these forms as and when required.   

33.5. The Council must also keep a record of the following: 

 Number of applications submitted to the NAFN SPoC; 

 Number of applications submitted to the NAFN SPoC which were referred back to 
the Applicant for amendment or declined by the SPoC; 

 The reason for any amendments being required or application being declined by 
the SPoC; 

 The reason for any referrals back or rejections; 

 Whether any part of the application relates to a person who is member of a 
profession that handles privileged or otherwise confidential information (such as a 
Medical Doctor, Lawyer, Journalist, MP or Minister of Religion (and if so, which 
profession); 

34. CRIMINAL PROCEDURES AND INVESTIGATIONS ACT 1996 (CPIA) 

34.1. The Criminal Procedure and Investigations Act 1996 (CPIA) requires that material 
which is obtained in the course of an investigation and which may be relevant to the 
investigation must be recorded, retained and revealed to the prosecutor. Therefore, all 
material relating to the accessing of CD falls under these provisions.  If the Applicant is 
not the Disclosure Officer in the case, they must make the Disclosure Officer aware of 
all of the material relating to the application and acquisition of the CD.  

34.2. All material which may be relevant to the investigation must be retained until a decision 
is taken whether to institute proceedings against a person for an offence and if 
prosecuted, at least until the accused is acquitted or convicted, or the prosecutor 
decides not to proceed with the case and in line with the Council’s Data Retention 
Policies. 
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34.3. Where the accused is convicted, the data which is relevant must be retained at least for 
six months from the date of conviction, and where the court imposes a custodial 
sentence, until the convicted person is released from custody.  

34.4. If the court imposes a custodial sentence and the convicted person is released from 
custody earlier than six months from the date of conviction, all material which may be 
relevant must be retained at least until six months from the date of conviction and in 
line with the Council’s Data Retention Policies. 

35. DATA PROTECTION ACT 2018 (DPA) AND THE GENERAL DATA PROTECTION 
REGULATIONS (GDPR) 

35.1. CD acquired or obtained under the provisions of the IPA, and all copies, extracts and 
summaries of it must be handled and stored securely in line with the requirements of 
data protection legislation and regulations. 

35.2. There is no provision in the IPA preventing CSPs from informing individuals about the 
disclosure of their CD in response to a Subject Access Request. However, a CSP may 
exercise certain exemptions to the right of subject access. If a CSP receives a Subject 
Access Request they must carefully consider whether in the particular case, disclosure 
of the fact of the Notice would be likely to prejudice the prevention or detection of 
crime. 

35.3. Should a request for advice be made from a CSP to the SPoC regarding a disclosure, 
the SPoC will consult with the Data Protection Officer for the Council and the Applicant 
if necessary before a decision is made.  Each case should be examined on its own 
merits. 

35.4. Equally, these rules will apply should a Subject Access Request be made from an 
individual where material under this legislation is held by the Council.  

35.5. A record will be made of the steps taken in determining whether disclosure of the 
material would prejudice the apprehension or detection of offenders. This might be 
useful in the event of the data controller having to respond to enquiries made 
subsequently by the Information Commissioner and the courts etc. 

36. OVERSIGHT 

36.1. The IPA provides for an Investigatory Powers Commissioner (IPC) whose remit 
includes providing comprehensive oversight of the use of the powers contained within 
the IPA and adherence to the practices and processes in the Code of Practice. They 
carry out inspections, and for the purposes of Council applications, carry out 
inspections of NAFN.  Should they have any concerns regarding an application they 
would contact the relevant staff involved at the Council. It is possible that they could 
also inspect the Council. 

36.2. It is important to note that should the Commissioner establish that an individual has 
been adversely affected by any wilful or reckless failure by any person within a relevant 
public authority exercising or complying with the powers and duties under the IPA in 
relation to the acquisition or disclosure of CD, he shall, subject to safeguarding national 
security, inform the affected individual of the existence of the Tribunal and its role. The 
Commissioner should disclose sufficient information to the affected individual to enable 
him or her to effectively engage the Tribunal. 
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37. COMPLAINTS 

37.1. The Information Commissioner is responsible for the oversight of the security, integrity 
and destruction of data retained in accordance with the Act.  Any concerns about 
compliance with data protection and related legislation should be passed to the ICO at 
the following address:  

37.2.  
Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow  
Cheshire 
SK9 5AF   
0303 123 1113   
www.ico.org.uk 
 
The Investigatory Powers Tribunal (IPT) has jurisdiction to consider and determine 
complaints regarding public authority use of investigatory powers, including those 
covered by the IPA.  
 
The IPT is an independent body made up of members of the judiciary and senior 
members of the legal profession. Following receipt of a complaint the IPT can 
undertake its own enquiries and complaints and can demand access to all information 
necessary. Information regarding the IPT and how to make a complaint can be found at 
www.ipt-uk.com, or by writing to: 
 
The Investigatory Powers Tribunal 
PO Box 33220 
London 
SW1H 9ZQ 

38. STRATEGY AND POLICY REVIEW 

38.1. The Counter Fraud Unit will review and amend this Policy as necessary to ensure that 
it continues to remain compliant and meets legislative requirements and the vision of 
the Council. 

Responsible Department: Counter Fraud Unit 

Date: April 2019 

Review frequency as required by legislative changes / every year.  
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TEWKESBURY BOROUGH COUNCIL 

 

Report to: Audit and Governance Committee 

Date of Meeting: 23 September 2020 

Subject: Discretionary Housing Payments Audit Progress Report 

Report of: Head of Corporate Services 

Corporate Lead: Deputy Chief Executive 

Lead Member: Lead Member for Finance and Asset Management 

Number of Appendices: One 

 
 

Executive Summary: 

The report provides an update on the progress made on implementing audit recommendations 
following a review of Discretionary Housing Payments and an unsatisfactory audit opinion. 

Discretionary Housing Payments (DHPs) may be awarded when a local authority considers 
that a claimant requires further financial assistance towards housing costs and is entitled to 
either Housing Benefit or Universal Credit (with the housing cost element) towards rental 
liability.  

Recommendation: 

That the report is noted. 

Reasons for Recommendation: 

To update Members of the progress made against the recommendations coming out the 
Discretionary Housing Payments audit. 

 
 

Resource Implications: 

The DHP scheme is funded by Government and the Council can top up the funding up to 
an additional 150% from its own resources if it so wishes.  

The allocation for the 2020/21 financial year is £142,189. 

Legal Implications: 

The regulations covering Discretionary Housing Payments are the Discretionary Financial 
Assistance Regulations 2001. Although the legislation gives a very broad discretion, 
decisions must be made in accordance with ordinary principles about good decision-
making. In particular, the Council has a duty to act fairly and consistently.  
 
Tewkesbury Borough Council’s administration of Discretionary Housing Payments 
complies with both the legislation and the Department for Work and Pension’s 
Discretionary Housing payments guidance manual 2019. 
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Risk Management Implications: 

The increase in the number of claims for Universal Credit in the Borough and forthcoming 
changes to the Government’s furlough scheme means there are likely to be further pressures 
on the Discretionary Housing Payments budget as the year progresses.  This will be managed 
by ensuring that all applications continue to be assessed in accordance with policy and 
comprehensive evidence of financial need being provided in support of the application. 

Performance Management Follow-up: 

Applications for Discretionary Housing Payments are monitored against budget and once 
appropriate performance reporting measures have been agreed with the Lead Member for 
Finance and Asset Management these will be monitored and remedial action taken if 
necessary. 

Environmental Implications:  

None. 

 
 
 

1.0 INTRODUCTION/BACKGROUND 

1.2 Due to increased pressures on the DHP budget the Executive Committee was asked in 
January 2020 to consider topping up the fund with an additional £40,000 of Council 
reserves.  As part of this request, the Revenues and Benefits Manager stated “to ensure 
we are making the best use of resources a review will be undertaken by Internal Audit to 
ensure that awards are being made consistently and only to those demonstrating a real 
need for financial support”. 

1.3 In February 2020, the audit was undertaken resulting in an unsatisfactory audit opinion.  
The report was presented to Audit and Governance Committee on 29 July 2020.  To 
further reassure Members, it was agreed that a report would be brought back to the next 
meeting with an update on progress against recommendations.   

1.4 Due to the impact of the COVID-19 pandemic on the Revenues and Benefits team and 
the Revenues and Benefits Manager, in particular, who has been working on the delivery 
of business grants since the end of March, not as much progress has been made as 
would have been the case in normal times in implementing the recommendations.  The 
COVID-19 pandemic has also meant that the team have had to work around some of the 
recommendations due to being unable to see residents face-to-face and unable to 
accept paper documents in support of their application. 

1.5 Further progress also needs to be made in case management between Benefits and 
Housing to ensure that we are moving residents to more suitable accommodation and 
reducing their reliance on DHPs which are meant to provide temporary support.  This has 
been incorporated in the Revenues and Benefits work plan for Quarter 2. 
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2.0 AUDIT RECOMMENDATIONS AND PROGRESS MADE TO DATE  

2.1 Recommendation 1 – a checklist should be developed to support the collection 
and assessment of DHP information. 

A checklist has been developed and is now used in the assessment of every 
Discretionary Housing Payment application.  The following checks are undertaken in 
assessing the application:  

1. Obtain 3 months of bank statements. 

2. Using bank statements to verify the amounts stated on the application form. 

3. Obtaining tenancy agreements to confirm rent liability. 

4. Obtaining supporting evidence for reported health issues. 

5. Obtaining information on claimants’ housing status. 

6. Details of conditions applied to the award (for any renewed application 
confirmation that conditions have been met). 

7. Details of the exceptional circumstances where DHP is awarded in excessof 13 
weeks. 

8. The provision of personal budgeting support either internally or through partners. 

2.3 Recommendation 2 – The inclusion of non-essential items should be considered 
as part of the scheduled review of the DHP policy. 

The DHP policy has been reviewed and non-essential items of expenditure such as 
alcohol, cigarettes, newspapers and magazines are no longer taken into consideration 
when assessing the application. 

2.4 Recommendation 3 – Consideration should be given to introduce performance 
reporting in respect of DHPs.  This should be in consultation with the Lead 
Member for Finance and Asset Management. 

Due to the impact of the COVID-19 pandemic and the involvement of the Revenues and 
Benefits Manager in the delivery of business grants it has not been possible to discuss 
performance reporting with the Lead Member for Finance and Asset Management. 
Expenditure against budget is, however, routinely monitored with expenditure of £32,609 
as at the end of August against a budget of £142,189.  Performance reporting options 
will be discussed in the coming months. 

2.5 Recommendation 4 – an independent verification check should be carried out on a 
sample of DHP applications (10% of total applications received).  This check 
should include a recalculation of the income and expenditure spreadsheet used by 
the assessors. 

Again, due to impact of the COVID-19 pandemic on the workload of the Revenues and 
Benefits team there has not been the resources to carry out detailed checks, including 
the recalculation of income and expenditure, as per the recommendation.  As the 
additional pressures on the team start to ease, verification checking has started on 10% 
of cases from Quarter 1.  This work will continue over the coming weeks and the 
outcomes will be fed back to the assessing officers.   

3.0 OTHER OPTIONS CONSIDERED 

3.1 None as the report is for information only.  
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4.0 CONSULTATION  

4.1 None. 

5.0 RELEVANT COUNCIL POLICIES/STRATEGIES 

5.1 Discretionary Housing Payments Policy. 

6.0 RELEVANT GOVERNMENT POLICIES  

6.1  Discretionary Housing Payments Guidance Manual 2019. 

7.0 RESOURCE IMPLICATIONS (Human/Property) 

7.1 As contained within the report. 

8.0 SUSTAINABILITY IMPLICATIONS (Social/Community Safety/Cultural/ Economic/ 
Environment) 

8.1 None. 

9.0 IMPACT UPON (Value For Money/Equalities/E-Government/Human Rights/Health 
And Safety) 

9.1 None. 

10.0 RELATED DECISIONS AND ANY OTHER RELEVANT FACTS  

10.1 None. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Background Papers: None 
 
Contact Officer:  Revenues and Benefits Manager Tel: 01684 272119 
 Email: geni.hotchkiss@tewkesbury.gov.uk 
 
Appendices:  1. Final Audit Report – Discretionary Housing Payments  
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Final Audit Report 

 

 
Client: Revenues and Benefits Manager (RBM) 

 

Audit Area: Discretionary Housing Payments 

 

Distribution List:  

Direct field work with: Benefits Team Leader, Benefits Officers, Support Team Leader, and Revenues and Benefits Manager  

Draft report issued to: Revenues & Benefits Manager, Benefits Team Leader, Head of Corporate Services, Head of Finance and 

Asset Management 

Final report issued to: as above 

 

Introduction:  

This audit was completed as part of the 2019/2020 Internal Audit Plan. The Council has the power to award Discretionary Housing 
Payments (DHPs) to provide additional financial assistance towards housing costs where claimants are in receipt of Housing Benefit 
or Universal Credit. An annual funding allocation is provided by the Department of Work and Pensions, with £108,061.00 of funding 
paid for 2019/20. The Council is able to top up this funding from its own resources by up to an additional 150%.   

Due to reported increased pressures on the DHP budget, the Executive Committee was asked to consider topping up this funding 
from its own resources with an additional £40,000.00 of council reserves. As part of the request, the RBM stated that “to ensure that 
we are making the best use of resources a review will be undertaken by Internal Audit to ensure that awards are being made 
consistently and only to those demonstrating a real need for financial support”. This audit constitutes ‘the review’.  

 

 

Chief Audit Executive: G Simpson 

 

 

This audit has been completed in line with the Public Sector Internal Audit Standards.  
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NB: please note that the agreed recommendation implementation date should be achievable and in line with the scoring according to the risk priority. Should a recommendation not be implemented by 
the agreed timescale, this will be raised at Management Team and the responsible officer may be asked to attend the Audit & Governance Committee.  
Data retention: all audit documentation will be deleted outside of 3 years + the current year, with exception of Final Reports which will be deleted outside 6 years + the current year. Please delete Internal Audit 
documentation in line with this schedule. 

Review Date: June 2019 
 

 

 

Draft Audit Report 

 
Risk identified: Level of 

Control: 
Overall opinion: Recommendations: 

Operational 
O1: Financial loss 

due to DHPs 
being paid to 
claimants who are 
ineligible. This 
would mean that 
the council would 
have to top up 
funding with their 
own resources 
and may not be 
able to help those 
most in need. 
 
 

Unsatisfactory The council’s updated Discretionary Housing Payment (DHP) policy was approved by 
Executive Committee in March 2018 and has been subject to annual review. The 
policy reflects government guidance and provides financial assistance towards 
housing costs to claimants who are in receipt of housing benefit or universal credit.  
 
Key elements of the policy were reviewed against a sample of applications during the 
audit in order to ensure that DHPs are awarded in line with policy. Findings are 
summarised below:  
 
An application form should be completed.  
A comprehensive application form is available online and had been completed in all 
cases sampled. To support the application, 3 months of bank statements must be 
provided by the applicant. In 7 out of the 9 cases sampled, bank statements had not 
been provided. This information is essential in order to confirm the accuracy of the 
claimant data and mitigate potential fraud or overpayment of DHP. Of the 2 
applications where bank statements had been provided, no further checks had been 
carried out to verify this information e.g. audit testing identified evidence of other 
accounts that had not been declared by the claimant on their application [R1].  

 
Applicants must engage with housing services. 
The audit confirmed that for the sample of DHPs tested, all applicants were in 
communication with Housing Services, with the majority being on the housing 
register.  
 
Applicants must demonstrate financial hardship or personal exceptional 
circumstances. 
As part of the application, a ‘personal budget sheet’ must be completed; the audit 
found that there is limited review and/or challenge of this information. For example; 
the level of expenditure on non-essential items (i.e. cigarettes, cable/satellite, alcohol, 
leisure) ranged from £50 to £350 per month. It is therefore recommended that as part 
of the annual policy review consideration should be given to the inclusion of these 
items [R2].  

 
Applicants must demonstrate steps taken to achieve financial independence. 

R1 
Recommendation priority: High 
 

Recommendation Details: 

A checklist should be developed to support the collection and 
assessment of DHP information, to include:  
1) Obtaining 3 months of bank statements.  
2)  Using bank statements to verify amounts stated on the 

application form. 
3) Obtaining tenancy agreements to confirm rent liability. 
4) Obtaining supporting evidence for reported health issues. 
5) Obtaining information on claimants housing status. 
6) Details of conditions applied to the award (for any renewed 

application confirmation that conditions have been met). 
7) Details of the exceptional circumstances where DHP is 

awarded in excess of 13 weeks.  
8) The provision of personal budgeting support either internally 

or through partners. 
 

Implementation date: April 2020 
 

Responsible Officer: Revenues & Benefits Manager  
 

Recommendation accepted/ not accepted: Accepted 
Managers response: It is noted that personal budgeting support 
had not been provided to claimants, despite clear instructions to 
assessing officers that this should take place. 
 

R2 
Recommendation priority: Medium 
 

Recommendation Details: 
The inclusion of non-essential items should be considered as 
part of the scheduled review of the DHP policy.  
 

Implementation date: April 2020 
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NB: please note that the agreed recommendation implementation date should be achievable and in line with the scoring according to the risk priority. Should a recommendation not be implemented by 
the agreed timescale, this will be raised at Management Team and the responsible officer may be asked to attend the Audit & Governance Committee.  
Data retention: all audit documentation will be deleted outside of 3 years + the current year, with exception of Final Reports which will be deleted outside 6 years + the current year. Please delete Internal Audit 
documentation in line with this schedule. 

Review Date: June 2019 
 

 

Risk identified: Level of 
Control: 

Overall opinion: Recommendations: 

Personal budgeting support should be provided as part of the application process. Of 
the applications reviewed, there was no evidence of this having been provided. The 
provision of this support, whether internally or by partners, should be included within 
the recommended checklist [R1].  
 
Applicants must demonstrate attempts to move to more suitable accommodation 
where appropriate.  
6 of the applications reviewed as part of the audit sample had been approved for 
DHP. Of these 6 cases, 3 were under-occupying social housing. 2 of which were not 
actively bidding on more suitable accommodation. One of these applicants had been 
receiving DHP since 2011 (to date this equates to £15,881) [R1]. It is acknowledged 
that there are issues with the supply of certain types of housing (particularly one 
bedroomed properties) but verification should be completed at the time of 
assessment/reassessment to ensure that more suitable accommodation had not 
been available. 
 
DHP should be awarded for a minimum period of 13 weeks and maximum period of 
26 weeks (in cases of exceptional hardship). It is possible for an award to be 
renewed, amended or cancelled.  
The initial length of DHP awards approved were in line with council policy. The 
decision making processes should however demonstrate the exceptional 
circumstances for an award longer than 13 weeks. The approval process should also 
include setting conditions (i.e. where there is under-occupancy or clear evidence of 
the need to reduce expenditure). These conditions should be linked to any future 
claimant applications for DHP, however it is accepted that decisions must be in 
accordance with the ordinary principles of good decision making, i.e administrative 
law, and each case must be decided on its own merits. [R1].  

 
The council should issue a decision letter within 14 days.  
All of the applications sampled had been issued with an appropriate decision letter. 
This should be sent to the applicant within 14 days of the claim and 6 of the 9 
applications exceeded this time period; on average by a further 14 days.   
Consideration should therefore be given to the introduction of performance reporting 
in respect of the delivery of the scheme [R3].  

 
Of the approved applications sampled as part of this audit (6), testing identified that 2 
had been overpaid (potentially totalling £3089) due to errors in the assessment 
process. This was as a result of rent liability having been entered incorrectly and not 
all income having been taken into account i.e. rent overstated and income 
understated, creating a larger shortfall.  It is acknowledged that there have been 
resource issues in respect of processing DHPs during 2019/20. The production of 

Responsible Officer: Revenues & Benefits Manager 
 

Recommendation accepted/ not accepted: Accepted 
 
 

R3 
Recommendation priority: Medium 
 

Recommendation Details: 
Consideration should be given to introducing performance 
reporting in respect of DHPs. This should be in consultation with 
the Lead Member for Finance and Asset Management..   
 

Implementation date: April 2020 
 

Responsible Officer: Revenues & Benefits Manager  
 

Recommendation accepted/ not accepted: Accepted  
Manager response: to offer context to the issues identified, the 
officer responsible for assessing DHPs was absent due to long 
term sickness and less experienced officers needed to be 
deployed instead which caused delays in the assessment 
process 
 

R4 
Recommendation priority: High 
 

Recommendation Details: 
An independent verification check should be carried out on a 
sample of DHP applications (10% of total applications received). 
This check should include a recalculation of the income and 
expenditure spreadsheet used by the assessors.  
 

Implementation date: April 2020  
 

Responsible Officer: Revenues & Benefits Manager  
 

Recommendation accepted/ not accepted: Accepted 
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NB: please note that the agreed recommendation implementation date should be achievable and in line with the scoring according to the risk priority. Should a recommendation not be implemented by 
the agreed timescale, this will be raised at Management Team and the responsible officer may be asked to attend the Audit & Governance Committee.  
Data retention: all audit documentation will be deleted outside of 3 years + the current year, with exception of Final Reports which will be deleted outside 6 years + the current year. Please delete Internal Audit 
documentation in line with this schedule. 

Review Date: June 2019 
 

 

Risk identified: Level of 
Control: 

Overall opinion: Recommendations: 

procedural notes has been agreed with the Benefits Team Leader but further 
mitigating controls such as a senior verification check should be introduced [R4].  

 
The audit confirmed that there is budget monitoring in place which identifies potential 
shortfalls in finances for the scheme. In terms of accessibility of information, it is 
acknowledged that changes following the introduction of Universal Credit has 
resulted in data relating to tenancy agreements etc no longer being readily available. 
 

 

OUTSTANDING RECOMMENDATIONS: 

2017/18 Recommendation: 

In line with the scheduled review of the Council’s DHP policy, consideration should be given to the recovery of overpayments, monitoring functions and the establishment of contingency funds. 
 
Audit Comments: The Revenues and Benefits Manager explained that whilst discussions have been held with the Finance team as to the process for raising these overpayments (O/Ps) as 

Sundry Debtor Invoices, this is yet to be actioned.  Each Council is able to agree its own policy for Discretionary Housing Payments, however the Department of Work and Pensions issue a 

Local Authority Good Practice Guide that states “we can only recover a DHP if it is considered that the payment has been made as a result of: 

 a misrepresentation or failure to disclose a material fact by the claimant (either fraudulently or otherwise), or 

 an error made when the application was determined”. 

Given that the council has exceeded the budget for DHPs for 2019/20, it is important that O/Ps are actively and effectively collected where appropriate to further support additional DHPs, to 

ensure that those who need additional financial support can be helped.  

Audit Conclusion:  Recommendation remains as partially implemented.  Revised implementation date agreed as April 2020.  
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TEWKESBURY BOROUGH COUNCIL 

 

Report to: Audit and Governance Committee 

Date of Meeting: 23 September 2020 

Subject: Business Grants Post Payment Assurance Framework 

Report of: Head of Finance and Asset Management 

Corporate Lead: Deputy Chief Executive 

Lead Member: Lead Member for Finance and Asset Management 

Number of Appendices: None 

 
 

Executive Summary: 

Over the first five months of the financial year, the Council has been responsible for 
administering a significant amount of business grants as part of the response measures 
activated to meet the impact of the coronavirus pandemic.  

The business grant schemes have now closed to new applications but there remains a 
significant piece of work to ensure all applicants were compliant with all parameters of the 
various grant schemes. Whilst the Council carried out a number of relevant checks prior to 
payments of grants, the framework set out by the government requires further checks to be 
made. 

An assessment of the resource required to undertake these checks has been made and 
significant additional resource will be needed to fulfil this requirement. In discussing the 
deployment of resources to meet this need, Management Team has agreed that the benefits of 
retaining one full-time equivalent from the Internal Audit team to oversee this important piece 
of work outweighed the risk to the Internal Audit Plan in the second half of the year. 

Recommendation: 

Audit and Governance Committee is asked to note the requirements of the business 
grants post payment assurance framework and acknowledge the impact on the Internal 
Audit plan. 

Reasons for Recommendation: 

To raise awareness with members of the significant ongoing work associated with the business 
grant scheme and the impact that this will have on the Internal Audit Plan as staff resources 
are redeployed to meet this requirement. 

 
 

Resource Implications: 

The cost of business support grants and business rates reliefs have been met by central 
government. In addition, the government has provided a new burdens grant for the cost of 
administering the business support grant schemes. 

110

Agenda Item 10



 

Legal Implications: 

None. 

Risk Management Implications: 

A risk assessment of all risk associated with business grants has been undertaken and logged. 
Progress against these risks will be monitored throughout the year.  

Performance Management Follow-up: 

Monthly returns to government are required on progress. 

Environmental Implications:  

None. 

 

1.0 INTRODUCTION/BACKGROUND 

1.1 In response to the lockdown measures introduced to combat the spread of coronavirus, 
the government introduced a range of support measures for businesses effected by the 
lockdown. Of the financial measure introduced, local government was specifically 
responsible for the administration of two of them – the award of business rates relief for 
retail premises and the administration of a range of grants targeted at specific sectors 
within the business community.  

1.2 To date, the Council has awarded over £10.3million of additional business rates relief in 
the current financial year. 

1.3 A range of business grants scheme have been administered by the Council during the 
year: 

 Retail, Hospitality and Leisure (RHL) grants. 

 Small business grants (SBG). 

 Discretionary grants. 

1.4 All schemes were closed on 28 August to new applications although there remain a few 
grants currently being processed within the scheme. To date, the Council has provided 
the following grants: 

Grant type Number 
of grants 

Amount 
paid 

RHL & SBG 1461 £17,010,000 

Discretionary Grants 87 £862,980 
 

1.5 In order to provide capacity to deliver the requirements of the grant scheme, significant 
resources have been redeployed from a number of areas to meet the demand and 
ensure a smooth process for applicants. Development Services, Corporate Services and 
Finance and Asset Management have all contributed resources during the five months of 
the schemes and in most cases without backfill. As the schemes have drawn to a close, 
the majority of those resources have been released with only a few key individuals 
retained to complete the process of grant payments.  
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1.6 However, although the payments phase is drawing to a close, the next phase, the post 
payment assurance phase, now needs to get underway and will again require significant 
resources to ensure it is delivered within the scheme requirements. 

2.0 POST PAYMENT ASSURANCE FRAMEWORK  

2.1 The guidance issued by government for the administration of business grants included 
stringent beneficiary and eligibility checks to ensure that payments of grants were made 
appropriately and accurately. Should any payments be found to have been made in 
error, or paid based on a fraudulent claim, the Council is required to recover those 
grants. In turn, the government will recover that funding from the Council. 

2.2 The amount of checks that will need to be carried out in the post payment phase is 
dependent on the level of checks carried out prepayment. This Council took the 
approach of conducting a number of checks prior to payment, as opposed to simply 
paying out grants, and as a result the checks that we now have to perform are much 
reduced. Nevertheless, there remain a number of checks, both in terms of beneficiary 
and eligibility that now need to be undertaken.  

2.3 Officers have developed payment assurance plans designed to ensure that appropriate 
assurance activities are effectively planned, scheduled, coordinated, and that appropriate 
resources to conduct those activities have been secured. This is a mandatory 
requirement from government. Having assessed the risks and reviewed checks already 
undertaken, a number of areas have been highlighted as requiring further work to ensure 
compliance. These include: 

 The business is active and is in occupation of the premises. 

 State aid compliance. 

 Additional verification of bank details. 

2.4 These checks and any subsequent action for recovery of grants and possible 
prosecution for fraud have been assessed in terms of the resources required to 
undertake the tasks within the timescales set by the government – 31 March 2021. It was 
initially estimated that a team of seven full-time equivalent would be needed to complete 
all tasks but the identification of efficiencies and the use of systems and software has 
brought that requirement down. Work will continue to identify further efficiencies.  

2.5 Whilst staff are being identified from Corporate Services and Finance and Asset 
Management to undertake the role of assessors, and this will be further supported by 
casual staff, it is important that the operation is managed by somebody with a detailed 
understanding of the grants phase and the requirements of the post payment assurance 
checks.  

2.6 Staff from Internal Audit have played a crucial role in the initial payment of grants and the 
development of payment assurance plans. They have a detailed and unrivalled 
knowledge of what is required to deliver the tasks set out by the government and have 
been working with colleagues in Finance and Revenues to hone the approach. In 
assessing who would be best placed to act as the senior assessor and oversee the day-
to-day work of the group, Management Team is convinced that retaining one full-time 
equivalent from Internal Audit would be of immense benefit in providing continuity and 
coordination. 
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2.7 Whilst this will benefit the post payment assurance line of work, it will undoubtedly have a 
knock on effect of the internal audit plan for the second half of the year. Whilst money is 
available to recruit temporary staff, the quality of staff can be variable and the output 
disappointing. It is therefore unlikely that the Council will recruit a short term contractor 
that will add value to the audit plan. The team is therefore likely to operate with reduced 
numbers in the second half of the year and the audit plan adjusted accordingly. Audit 
days can be saved in a number of areas, particularly around corporate improvement, and 
the plan will focus on the high risk areas and those areas requiring urgent follow up in 
order to provide assurance to Members that risks are being covered and the Council 
continues to be a low risk authority. 

2.8 Payment of grants in error or those grants being fraudulently claimed is an area of high 
risk given the activity necessary to pay over 1,500 grants in a short space of time and 
opportunity that individuals may have seen within this area and it is therefore imperative 
that we prioritise this area and allocate resources accordingly.  

3.0 OTHER OPTIONS CONSIDERED 

3.1 Other options for the senior assessor role have been considered, but none possessed 
the knowledge or skills required to undertake this role.  

4.0 CONSULTATION  

4.1 None. 

5.0 RELEVANT COUNCIL POLICIES/STRATEGIES 

5.1 None. 

6.0 RELEVANT GOVERNMENT POLICIES  

6.1  All grants have been issued in line with government guidance and parameters. The post 
payment assurance plans have been drafted in line with government requirements. 

7.0 RESOURCE IMPLICATIONS (Human/Property) 

7.1 As contained within the report. 

8.0 SUSTAINABILITY IMPLICATIONS (Social/Community Safety/Cultural/ Economic/ 
Environment) 

8.1 None. 

9.0 IMPACT UPON (Value For Money/Equalities/E-Government/Human Rights/Health 
And Safety) 

9.1 None. 

10.0 RELATED DECISIONS AND ANY OTHER RELEVANT FACTS  

10.1 None. 

 

Background Papers: None. 
Contact Officer:  Head of Finance & Asset Management Tel: 01684 272005 
Appendices:  None. 
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TEWKESBURY BOROUGH COUNCIL 

 

Report to: Audit and Governance Committee  

Date of Meeting: 23 September 2020 

Subject: Internal Audit Six Monthly Plan 2020-21 (October-March)  

Report of: Head of Corporate Services (Chief Audit Executive) 

Corporate Lead: Chief Executive  

Lead Member: Lead Member for Corporate Governance  

Number of Appendices: One 

 
 

Executive Summary: 

The Public Sector Internal Audit Standards (PSIAS) REF 2010 (Planning) requires that the 
Chief Audit Executive (CAE) is responsible for developing a risk based plan. Ref 2030 
(Resource Management) requires that the CAE must also ensure that Internal Audit resources 
are appropriate, sufficient and effectively deployed to achieve the plan.  

Recommendation: 

That Members APPROVE the Internal Audit Six Monthly Plan 2020/21 (October-March) 
as detailed in Appendix 1.   

Reasons for Recommendation: 

1. The Terms of Reference of the Audit and Governance Committee require Members to 
consider a summary of proposed internal audit activity.  

2. The PSIAS requires that the CAE reports functionally to the Board, an example of 
functional reporting is approving the internal audit plan.  

 

Resource Implications: 

The undertaking of an audit will require the support and engagement of individual services.  

Legal Implications: 

None.  

Risk Management Implications: 

If an internal audit plan is not developed and approved there will be no steer as to where audit 
resources should be deployed.   

If the plan does not give adequate coverage of the internal control environment then resources 
will not be deployed effectively to the higher risk areas. 
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Performance Management Follow-up: 

The Audit and Governance Committee receive at each meeting, a monitoring report on 
achievement against the plan, and an audit opinion for each individual audit.  Any audit within 
the plan where recommendations have been made to improve control are subject to a follow 
up audit. Progress in implementing internal audit recommendations are reported to each Audit 
and Governance Committee.  

Environmental Implications:  

None.  

 

1.0 INTRODUCTION 

1.1 Internal audit sits within the Corporate Services group and has direct reporting to the 
Chief Executive. This arrangement demonstrates compliance with PSIAS ref 1110 – 
organisational independence, as it allows the Head of Corporate Services (delegated as 
CAE within the audit charter) to report to a level within the organisation that allows the 
internal audit activity to fulfil its responsibilities. Safeguards have been put in place to 
protect the independence of the CAE, given the operational responsibilities of the role.  

1.2 PSIAS ref 2010 – planning, requires that the CAE is responsible for developing a risk 
based plan to take into account the requirement to produce an annual internal audit 
opinion. The input of senior management and the Board (Audit and Governance 
Committee) must be considered in the process. The plan has been endorsed by 
Corporate Management Team.   

1.3 The setting of a six-month plan enables a flexible approach to be taken to audit planning. 
Rather than setting a rigid annual plan, this approach recognises the changing 
environment the Council operates in particularly around its transformation agenda. It 
allows audit planning to better track and respond to the audit of developing risk areas. In 
terms of auditing the strategic risks facing the Council the corporate risk register helps 
inform the work of internal audit.  

2.0 PUTTING TOGETHER THE PLAN  

2.1 In normal circumstances the plan would be resourced and delivered by two full time 
equivalent (FTE) members of staff. This would give around 170-175 available audit days. 
This resource is deemed appropriate, sufficient and will be effectively deployed to 
achieve the plan.  Appropriate refers to the mix of knowledge, skills and other 
competencies need to perform the plan. Sufficient refers to the quantity of resources 
needed to accomplish the plan. Resources are effectively deployed when they are used 
in a way that optimises the achievement of the approved plan.  

2.2 As discussed at the meeting of Audit and Governance Committee on 29 July 2020, all 
internal audit work since 1 April 2020 has been suspended. This was a result of the three 
team members being re-deployed to support the administration and payment of business 
grants. As the scheme enters the post assurance phase, this will allow two members of 
the team to revert back to internal audit work. As detailed in the report of the Head and 
Finance and Asset Management it is critical to the success of the post assurance work 
that one member of the internal audit team remains within the business grants cell. This 
individual will actually be responsible for the day to day management of the post 
assurance work and the cell. The team member in question, currently fulfils a full-time 
role in the audit team.  
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2.3 It is positive that the internal team audit team will be back up and running with effect from 
1 October 2020, albeit with a reduced resource. The remaining two members of the 
internal audit team equate to one full-time equivalent member of staff. This effectively 
means the number of available audit days within the plan are half of what is normally 
available. The 80 available days within the proposed plan – attached at Appendix One is 
the net total following allowance for non-working days such as weekends and bank 
holidays, annual leave, sickness and training. The plan (see Appendix 1) takes into 
account key areas as follows: 

2.4 Corporate Risk Register  

 It is important the Committee gain assurance that risks reported within the register are 
being managed. Internal audit will on a rolling basis, review individual risks and ascertain 
that mitigating controls are actually in place, working effectively and there is progress in 
implementing actions to mitigate the risk further.   

2.5 Corporate Improvement  

 This is an allocation of days, specifically requested by Corporate Management Team 
(CMT). This is ad-hoc work and can either be of a consultancy or assurance type nature. 
Using the independence of internal audit can help inform the Corporate Management 
Team of specific issues when a need arises or utilise internal audit to undertake a piece 
of work where there may not be available resource. Examples of recent work undertaken 
includes, advising upon risk and compliance in relation to the car pool project, producing 
an easy to use summary of the Council’s financial procedure rules and update of the 
corporate business continuity plan.  

2.6 Financial Systems  

 This is the audit review of the key financial systems which inform the year end Statement 
of Accounts. Although internal audit sits within the Chief Executive’s Unit, it still 
recognises its responsibility to support the Head of Finance and Asset Management to 
discharge his duties as the Council’s Section 151 Officer. One of which is to maintain 
sound financial control.  It has previously been reported to Audit and Governance 
Committee, both by internal audit and external audit, that the Council has good financial 
control.  Two areas (payment of invoices and sundry debtors) identified within the plan 
are to gain assurance around the impact of COVID-19 and that a sound system of 
internal control remains in place. The third proposed area of activity is to audit two 
initiatives mandated by central government to support business rates payers and working 
age recipients of the Council Tax Reduction Scheme.  

2.7 Service area related activity 

 These are service related activities that have been risk assessed based upon factors 
such as size of budget, inherent risk, previous audit history and the period since last 
audit. Very often, this does not require any sophistication to the assessment as 
fundamental changes to service related activity tend to be the main identifier or the time 
since the last audit. The audit of the S106 framework has been agreed with the new 
Head of Development Services who sees the audit as being a valuable management tool 
for improvement.  
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2.8 Other areas 

  There is an allocation of days under ‘consultancy and advice’. This covers 
representation at corporate groups such as the Keep Safe, Stay Healthy Group, 
Programme Board and individual project groups. The days also cover general 
advice given on an ad-hoc basis such as advice on procurement, financial 
procedure rules, data retention etc.   

 An estimated number of days are allocated for follow up reviews. This is an 
important element of audit work to provide assurance as to whether audit 
recommendations have been successfully implemented.  

 There is an allocation of days to cover work which was ongoing at the time of 
suspending internal audit work.    

3.0 OTHER OPTIONS CONSIDERED 

3.1 None. 

4.0 CONSULTATION  

4.1 Consultation has taken place with Corporate Management Team.  

5.0 RELEVANT COUNCIL POLICIES/STRATEGIES 

5.1 Internal Audit Charter.  

6.0 RELEVANT GOVERNMENT POLICIES  

6.1  None.  

7.0 RESOURCE IMPLICATIONS (Human/Property) 

7.1 None.  

8.0 SUSTAINABILITY IMPLICATIONS (Social/Community Safety/Cultural/ Economic/ 
Environment) 

8.1 None. 

9.0 IMPACT UPON (Value For Money/Equalities/E-Government/Human Rights/Health 
And Safety) 

9.1 Internal Audit contribute to vale for money through its routine audit work and corporate 
improvement work.  

10.0 RELATED DECISIONS AND ANY OTHER RELEVANT FACTS  

10.1 None.  

 

Background Papers: None  
 
Contact Officer:  Head of Corporate Services Tel: 01684 272002 
 Email: Graeme.simpson@tewkesbury.gov.uk 
 
Appendices:  1 – 2020/21 six monthly internal audit plan (October-March 2021). 
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Internal Audit Six Monthly Plan  (October 2020 - March 2021) Appendix 1

Est No of days Total

Corporate Improvement 10 10

Corporate Risk Register 10 10

Financial 

Creditors (supplier invoice payments) 10

Sundry debtors (debt recovery) 10

Business Rates Relief & Local Council Tax Hardship Fund (Covid-19 specific) 10 30

Service related 
S106 framework 10 10

Consultancy & Advice (incl corporate group representation) 5 5

Follow up reviews 10 10

Audit work brought forward 5 5

Total 80
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TEWKESBURY BOROUGH COUNCIL 

 

 

Report to: Audit and Governance Committee 

Date of Meeting: 23 September 2020 

Subject:  Audit and Governance Committee Annual Report 2019/20 

Report of: Chief Audit Executive (Head of Corporate Services) 

Corporate Lead: Chief Executive 

Lead Member: Lead Member for Corporate Governance 

Number of Appendices: One 

 
 

Executive Summary: 

The role of the Audit and Governance Committee is to obtain independent assurance of 
the adequacy of the Council’s risk management, governance and internal control 
arrangements. Reporting the work of the Committee through an annual report provides an 
opportunity for both the Council and the public to view the work of the Committee and 
demonstrate the Committee is delivering its Terms of Reference.  

Recommendation: 

To APPROVE the Audit and Governance Committee Annual Report 2019/20.  

Reasons for Recommendation: 

It is within the Terms of Reference of the Committee to produce an annual report on its 
performance. An annual report also helps increase the profile of the Committee. It is important 
to ensure that the work of the Committee, and the assurance it provides as to how well certain 
aspects of the Council is performing, is reported beyond the Committee itself.  

 
 

Resource Implications: 

None. 

Legal Implications: 

None.   

Risk Management Implications: 

The production of an annual report helps to demonstrate the effectiveness of the Committee 
and minimise the risk it is not fulfilling its approved Terms of Reference.  

Performance Management Follow-up: 

Annual review of the work of the Committee provides transparency and accountability and 
increases the profile of the Committee. The annual report will also be presented at Council by 
the Chair of the Committee.   
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Environmental Implications:  

None. 

 
 
 

1.0 INTRODUCTION/BACKGROUND 

1.1 The Audit and Governance Committee must deliver the work required of it as set out in 
the Council’s Constitution. The Committee undertakes an assurance role to ensure the 
Council’s risk, governance and internal control environment is operating effectively.  The 
Committee has a formal work programme for the year and this programme ensures there 
is adequate coverage of the Council’s activities to fulfil the assurance role.  

2.0 AUDIT AND GOVERNANCE COMMITTEE ANNUAL REPORT  

2.1 The production of an annual report is also good practice and helps demonstrate the 
broad coverage of activities that the Committee has been informed of, reviewed and 
challenged during the year. The coverage of the work undertaken has been achieved 
through a combination of the following: 

 Internal audit monitoring reports. 

 Annual Governance Statement. 

 Financial reporting including the presentation and approval of the Council’s 
Statement of Accounts. 

 Gloucestershire Counter Fraud Unit reports. 

 External Audit monitoring reports. 

 Reports on key governance policies and frameworks e.g. Health and Safety, 
risk management, GDPR. 

 Serious and Organised Crime framework.  

2.2 Following approval of the annual report it will be presented by the Chair of the Committee 
to Council. The 2019/20 annual report can be found in Appendix 1. 

3.0 OTHER OPTIONS CONSIDERED 

3.1 None. 

4.0 CONSULTATION  

4.1 None. 

5.0 RELEVANT COUNCIL POLICIES/STRATEGIES 

5.1 None.  

6.0 RELEVANT GOVERNMENT POLICIES  

6.1  None.   

7.0 RESOURCE IMPLICATIONS (Human/Property) 

7.1 None. 
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8.0 SUSTAINABILITY IMPLICATIONS (Social/Community Safety/Cultural/ Economic/ 
Environment) 

8.1 None. 

9.0 IMPACT UPON (Value For Money/Equalities/E-Government/Human Rights/Health 
And Safety) 

9.1 None  

10.0 RELATED DECISIONS AND ANY OTHER RELEVANT FACTS  

10.1 None. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Background Papers: None. 
 
Contact Officer:  Head of Corporate Services Tel: 01684 272002       
 Email: graeme.simpson@tewkesbury.gov.uk  
 
Appendices:  1 – Audit and Governance Committee Annual Report 2019/20. 
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1

Welcome to the
annual report of the
Audit and
Governance
Committee. Having
chaired the
committee
previously, I really
appreciate the
committee’s breadth
of work and I can
dispel the myth it is
all about financial
matters. I would

encourage all members to read the reports
presented at committee as they provide an excellent
overview of the council’s internal control 
environment. 

For example, the committee has received reports
from our internal audit team on the General Data
Protection Regulation, Discretionary Housing Grants,
Project Management, Serious and Organised Crime
checklist, Emergency Planning etc.  This is only a
small snapshot but demonstrates the coverage
across all council services. 

We have a small but effective internal audit team
who provide assurance to the committee as to what
is working well or not. Likewise, we receive similar
assurance from our external auditors, Grant
Thornton. Between the two, they identify where
improvements are required in relation to the various
systems, processes and procedures operating
across the Council.  With regards to financial
matters, it is comforting to report that the committee
always receives positive reports on the quality of
financial reporting and that the financial systems

supporting these reports are managed effectively.
This can be directly credited to the council’s Finance
team. The Local Government Association Peer
Challenge Team state in their final report ‘there is an
experienced and technically strong finance team’. 

It would be remiss of me not to mention the impact
of the Covid-19 pandemic at the end of the financial
year. This has directly affected the committee. Like
other council meetings, the impact of lockdown
meant our March committee was cancelled. I would
like to personally thank the Democratic Services
Team and ICT team for jointly supporting our first
ever virtual meeting in July. At this meeting,
Members were also updated on the impact upon the
internal audit team. During the early response stage
to Covid-19, the three team members were re-
deployed to support the administration of business
grants. Assurance was received that some form of
internal audit work would re-commence in the
second half of the year.  

Looking ahead, it is positive that the committee’s
work programme has been reviewed and re-synced.
There is a great opportunity for the committee to
support the council through its future challenges as
it emerges from the Covid-19 pandemic. I look
forward to receiving reports from our internal audit
team, the finance team and our external auditors on
how well the council has responded to and is
recovering from Covid-19 and no doubt all will
confirm our governance and internal control
environments remain robust. 

Finally, I thank all of the committee and officers for
the support they provided me during the year.
me during the year.

Best wishes,
Councillor Vernon Smith

Tewkesbury Borough Council

Audit and Governance Committee annual report

Councillor Vernon Smith

Message from the Chair of Audit and Governance Committee
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2

The role of Audit and Governance Committee

The role of the committee is an important one. The key role is that of assurance. The committee needs to be
assured that the council’s risk, governance and internal control environment is operating effectively. Given the
council’s complexity of services, processes, procedures and policies then there will always be occasions where
improvements are required. Where these are identified, then the committee seek assurance the necessary
improvements are monitored and implemented. The assurance provided to the committee comes from a
number of sources including internal audit, external audit, the finance team and the Counter Fraud Unit.      

Work undertaken by the Audit and Governance Committee

Annual Governance Statement (AGS)
It is a statutory requirement that the council publishes an AGS. In layman’s terms, the document reflects the
state of play in relation to the council’s overall governance arrangements. A review of these arrangements is
undertaken by the internal Corporate Governance Group. The AGS recognises improvements made to the
governance framework during the year and identifies any significant governance issues that need addressing.
As a result of Covid-19, final approval of the AGS has been extended from July 2020 to November 2020. This is
in line with the national extension to approve the Council’s Statement of Accounts. A draft AGS has been
published and at present, the current significant governance issues identified are shown on page 3.
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The final AGS will be approved at Audit and Governance Committee on 4 November 2020. The committee then
receive progress reports to gain assurance the issues are being resolved. 

Tewkesbury Borough Council

Audit and Governance Committee annual report

1

2

3

4

5

Community
Infrastructure Levy
(CIL) - governance
arrangements 

Local Code of
Corporate Governance 

COVID-19

Administration of
Discretionary Housing
Payments 

General Data
Protection Regulation

Deliver key internal audit
recommendations;
• Overall governance arrangements 

to be formalised
• Operational processes to be agreed

e.g. monitoring, reporting and 
reconciliation 

• Greater clarity of S123 list

Develop and approve a new code of
governance.

In line with the CIPFA briefing note
undertake a lessons learnt analysis
from responding to COVID-19.

Implementation of internal audit
recommendations including;
• Collection and assessment of 

evidence to support the integrity of
DHP applications.

• Review of the DHP policy including 
a review of non-essential items.

• Independent verification check.

Development of a new GDPR action
plan. 

March 2021

April 2021

March 2021

October 2020

October 2020

CIL Working
Group (Head of
Development as
lead officer)

Head of
Corporate
Services 

Corporate
Management
Team

Revenues and
Benefits manager

Head of
Corporate
Services

Governance issue Proposed action Timescale
Responsible
officer/group
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Effectiveness of Audit and
Governance Committee

It was pleasing that the recently published Local
Government Association Corporate Peer Challenge
report complimented the council on it’s member
induction programme. With new members on the
Audit and Governance Committee then the induction
programme will hopefully have helped those
members hit the ground running. It is important the
effectiveness of the committee is maximised. For
2019/20 the membership of the committee was
increased from 7 members to 9 members and the
committee renamed to include ‘Governance’ within
it’s title and it’s terms of reference updated
accordingly.  Throughout 2019/20 the internal audit
team have continued to meet with the Chair and
Vice-Chair of the committee and the Lead Member
for Corporate Governance to provide an overview of
internal audit activity. Moving forward, further
training and development for the committee will be
considered where appropriate. 

Internal Audit - Public Sector
Internal Audit Standards

The work of internal audit is pivotal to the committee
receiving independent assurance on how well the
council’s internal control environment is operating.
All work of internal audit is governed by a set of
standards – Public Sector Internal Audit Standards
(PSIAS) and the Chief Audit Executive (Head of
Corporate Services) ensures compliance with these
standards. Overall, it is comforting that the work of
internal audit is undertaken in an independent,
professional and objective manner. This provides
assurance to the committee as to the standard of
work being undertaken and they can place reliance
upon that work.

4

Annual summary of Internal Audit
work

At each committee meeting, a monitoring report is
presented of the areas audited by the internal audit
team. Examples of audit assignments completed
during the year include; emergency planning, debtors,
fraud and corruption framework, serious and
organised crime framework – licensing, procurement
cards, disabled facility grants, GDPR, risk
management, discretionary housing payments and
complaints. In addition, the team have provided
support to various aspects of corporate
improvement, particularly around project work such
as the pool cars, website review risk register and
planning scanning cost analysis.  For each area
audited, an audit opinion is given on how well it is
controlled. It is encouraging that the bulk of opinions
conclude either a satisfactory or good level of
control. 

As the council is responsible for an array of services
with varying degrees of complexity, then it should
not be unexpected the opinion will not always be
positive. In audit terms where the level of control is
not as it should be, a ‘limited’ assurance opinion is
given. Where there is a fundamental lapse in control,
this can lead to an ‘unsatisfactory’ opinion. With
regards to the latter, only one such opinion was
reached during the course of the year. This was in
relation to Discretionary Housing Payments. There
are administered within the Revenues & Benefits
Team and are payments made to those who are
struggling to pay housing costs. The audit identified
significant non-compliance with the agreed policy.
This was discussed at Audit and Governance
Committee on 29 July 2020 and the committee’s
concerns noted. A follow up report on the progress
made in implementing the internal audit
recommendations has been requested for the next
meeting on 23 September 2020. 
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A key part of the work of the team is to follow up all
recommendations made to give assurance they have
actually been implemented. An allocated number of
days are included in the internal audit plan to
accommodate this work. Over 60 recommendations
have been followed up during the year, the status of
these recommendations are reported to the
committee as they are followed up. Where
recommendations have yet to be implemented, new
dates for implementation are agreed and reported to
committee. The committee have the ability to call-in
officers where implementation dates have slipped. In
terms of recommendations made, the team have put
forward nearly 40 recommendations across the
activities audited. Of these 40, only 3 were
designated as ‘high’ which demonstrates the
robustness of the general internal control
environment. 

Impact of Covid-19 on the internal
audit team

The COVID-19 pandemic presents the Council with a
significant challenge to respond to the needs of our
residents, businesses and communities. This
includes working collectively with other key partners
to protect, shield and support those in need,
distribute grant funding to many of our businesses
and implement remote working practices in order to
manage the crisis and continue to deliver core
services. The Council’s response and recovery
framework involves all service areas. In the very early
stages of the response this meant redeploying 
resources to priority areas. 

One key priority area was supporting and advising
the business community and this initially involved
setting up a dedicated business ‘cell’ essentially led
by the Growth Hub team. Following the government’s
announcement and subsequent publication on 1 April

2020 of their financial support through the Small
Business Grant Fund and the Retail, Hospitality and
Leisure Grant Fund this led to the creation of a ‘sub-
cell’ to oversee the administration of these business
grants. Led by the Operational Managers from
Finance and Revenues and Benefits and supported
by officers from both services plus the internal audit
team, this has seen nearly £17 million of grants
awarded to nearly 1,500 businesses. The internal
audit team also supported the Local Discretionary
Business Grant Scheme. This was set up to
accommodate certain small businesses previously
outside the scope of the original business grant
funds scheme. As a result of redeploying the internal
audit team, all business as usual internal audit work
has been suspended. 

Work will re-commence on 1 October 2020, albeit
with a reduced resource. One member of the team
will remain deployed within the business cell until
March 2021. An internal audit work plan for the
period October 2020- March 2021 will be presented
to Audit and Governance Committee on 23
September 2020. The committee were appraised of
the impact on internal audit at their July meeting.
The committee expressed their gratitude for the role
the team had played to support the businesses
within the borough. 

As a result of the pandemic and it’s impact across all
services, the team are currently working with
operational managers to review and agree new
implementation dates in relation to internal audit
recommendations. 
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Financial reporting

As you can see from the above, it isn’t all about
finance, though it does remain an integral part of the
committee’s remit. In relation to financial matters,
the committee has received and considered the
following reports: - 

- At it’s meeting held on 24 July 2019, the 
committee considered and approved the 
council’s 2018/19 Statement of Accounts (SoA). 
This is no mean task as they are technically 
complex. Excellent training is given by the 
finance team so the committee can understand 
the key elements. Committee were greatly 
impressed to receive a positive report from the 
council’s external auditors, Grant Thornton on 
the accuracy and promptness of the accounts.  
The impact of Covid-19 on the council’s finances
and the administration of the financial 
framework is well recorded within various 
reports, updates and briefings to members. This 
is an impact on all councils and as such, the 
national deadline for the approval of the 2019/20
SoA has been amended from July 2020 to 
November 2020. A special Audit and Governance
Committee will be held on 4 November to 
consider and approve the council’s 2019/20 SoA. 

- Letter of representation – prior to approving the 
accounts, committee consider a statement from 
the council’s Head of Finance and Asset 
Management on the principles under which the 
accounts have been prepared.

- Statement of Accounting Policies and Critical 
Judgements – in advance of the year-end 
closedown and preparation of accounts, 
committee also received a report on the 
judgements that management have made in the 
process of applying the authority’s accounting 
policies that have the most significant effect on 
the amounts recognised in the financial 
statements.

External audit assurance

In addition to the work of internal audit, reliance on
how well the council is performing is given by the
council’s external auditors, Grant Thornton. A
summary of their findings during the year were as
follows;

• The audit findings for year ended 31 March 2019 
were presented to Audit and Governance 
Committee on 15 July 2019. This was a positive 
report and concluded that in relation to financial 
statements these give a true and fair view of the 
financial position of the Council and its income 
and expenditure for the year and prepared in 
accordance with legislation.  They were satisfied 
that, in all significant aspects, the Council had 
proper arrangements in place to secure economy,
efficiency and effectiveness in its use of 
resources. 

• A progress report on the audit of the 2019/20 
financial year was presented to Audit and 
Governance Committee on 22 January 2020. This
was mainly a scene setter to advise members on 
the approach to the audit and an overview of the 
interim fieldwork. Similar to the council, the work 
of Grant Thornton has been severely impacted by
Covid-19. An audit of the council’s 2019/20 SoA 
is currently in progress and as with most ways of
working is being done remotely.  

Serious crime framework

The committee received an annual update on the
Serious and Organised Crime (SOC) checklist to be
used by Local Authorities to assess their serious and
organised crime risk. The checklist is a relatively
simple and resource light tool. First considered by
committee in December 2018, the checklist is broken
down across five themes. Each theme is underpinned
by a number of questions. Each question is assessed
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as either ‘good, ‘acceptable’, or ‘needs improvement’.
The five themes are:

• Awareness, strategy, guidance and training.
• Risk management.
• Communication and information/intelligence 

sharing.
• Whistleblowing.
• Assurance. 

It was positive to hear that the council is still
considered low risk to the susceptibility of SOC. 
The work of both internal audit and the Counter Fraud
Unit helps support ongoing assurance as to the
adequacy of the council’s arrangements to remain low
risk. 

Gloucestershire Counter Fraud Unit
update

The committee receives a six month update on the
work of the Counter Fraud Unit (CFU). The CFU works
directly on behalf of all the Gloucestershire
authorities, West Oxfordshire District Council and
other public sector bodies such as Cheltenham
Borough Homes. Included within the updates were
examples of how the CFU has supported the Council.
These include;

• Delivery of fraud awareness training for staff and 
Members. 

• Processing and investigation of cases identified 
through the National Fraud Initiative. 

• Review of Business Rates valuation list. 
• Investigation of benefit related fraud. 
• Assisting with disciplinary investigations. 
• Assisting with intelligence around enforcement 

offences such as planning and  alleged fly tipping 
offences. 

• The development and update of current and new 
policies such as whistleblowing, fraud and 
corruption, corporate enforcement etc. 

As part of the operational Covid-19 recovery plan,
officers will work with the CFU Manager to review and
re-sync the 2020/21 work programme of the team. 

Health and Safety (H&S) annual
report

H&S is a key part of the council’s governance
framework. As such, committee request an annual
report to gain assurance that the council is a safe and
healthy place to work. The key messages within the
report were;

• The council has a health, safety and welfare policy
which is reviewed regularly and supported by a 
suite of other related policies e.g. managing 
contractors safely policy, the control of 
substances hazardous to health, cemetery and 
memorial safety management, lone working etc.

• An annual action plan is in place.
• Quarterly reporting to corporate management 

team on both operational and strategic issues.
• The council being awarded re-accreditation forthe 

Workforce Wellbeing Charter.
• The Keep Safe, Stay Healthy Group is a positive 

forum to oversee all operational aspects of the 
council’s health and safety responsibilities.

• The completion of risk assessments for all 
service areas. 

• Programme of training e.g. resilience training, 
assertiveness and dealing with difficult people, 
managing contractors safely, training for mental 
health first aiders 

• Robust reporting mechanisms in place for the key 
contracts e.g. leisure centre, Ubico. 

Moving forward into 2020/21 and the annual report
due to be presented at Audit and Governance
Committee in December 2020. This will no doubt
provide an overview on how health and safety work
was central to the council’s response and recovery to
Covid-19.
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Risk management  

During 2019/20, committee received at each meeting the
corporate risk register. The register is a useful tool to
demonstrate in a concise manner that corporate risks are
being considered and managed. The format of the
register is one which is commonly used throughout local
government. There is no statutory requirement to have a
register in place but it is seen as good practice. It also
helps the Audit and Governance Committee fulfil its risk
management responsibilities. Internal Audit supports the
Audit and Governance Committee in gaining assurance
that the risks are being effectively managed. The risk
register is currently under review to take account of the
new council plan and the impact of Covid-19. 

2019/20 Audit and Governance Committee members

Cllr Kevin Cromwell
(to 30 September 2019)

Cllr Louise Gerrard Cllr Pauline Godwin

Cllr Heather McLain

VICE-CHAIR

Cllr Helen Munro

Cllr Cate Cody

Cllr Paul McLain

Cllr Mike Sztymiak 

LEAD MEMBER

Cllr Paul Smith Cllr Vernon Smith

CHAIR

Cllr David Gray
(from 1 October 2019)

Looking forward 

As a committee we will get used to the ‘new’ norm
and continue to operate in a virtual environment.
The committee’s work programme for 2020/21 has
been reviewed and approved so we look forward to
receiving the various reports that will hopefully
continue to demonstrate how well the council is
run. Key reports and activities will be to see the
internal audit function back up and running,
presentation of the delayed 2019/20 accounts and
the updated risk register.  
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